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1. Ukpwénipiniu

Unyt dbkntwplp twpunbujws b tnytwjubugdwt pupnh E-unnpugpnipjut oguynnubtnh
hwdwp: 2Entwplp tjupugpnid k inyuwjuwtugdwt pupnh, b.unnpugpnipjut dknppipdwi b
wljinhjugdwut mthpwdbown puyyiptt nt ognugnpédws twppwnpyuykpp:

2. Bithupntughtt uinnpugpmipyutt dinpphpdwt pupkp

» Swipwspuhtt UWudiwgpuyhtt mbugnipiniihg dbknp phpk) tnybwjwiwgdwt pupwn:
» www.ekeng.am juyphg wknunpk] withpwdtown dpugpbpp:

» Ulunhjugul) tnybwwigdwb pupnh PIN &PUK Yngbpp:

» Quunwpl) nupbjuwt vyuwuwpydut Jupnudp’ putuyht, otjuy jud nkpdhtwny (Easy Pay, Tel
Cell):

» Qpuigyk) EYELA ORC-h Undtwljut konid_ https://ekeng.am/hy/login/

» Uhpwnt) bl.unnpugpnipiniup MBY b wy) LiEjupntwght hwdwlwpgipnod

Stu * ujubum


http://www.ekeng.am/
https://ekeng.am/hy/login/
https://ekeng.am/hy/login/

‘Lnyuwljutugdwt pupwup b ppu hpwenidp
3.pL2NEU Q26 AELGL ELBUSNLUSPL USNIUS Nk 68NPL

1. Swpwépuyhl wbd nugpuyhll pudwininiiiphg dknp ppky tnyhwlwiuglub pupin ' PIN&PUK
Gnnlph Spupny.

A

Unytuljutugdwt pupn unwbwihu wihpwdbon E nipwnpnipnit nupdut) PIN/PUK phph dpuw

WLILUILU3FL
L_@dﬂbﬂﬂbb?

gpyus  Document Number pdtpht: TFpwlp whwp L unygumpjudp  hwdwyuwunwupwtb
unytwjuwbwugdw pwpwnh Ypu upywd «unytujubugdwub pwpup hurdwiphti»:
Uthwdwywnwuwtnipjubt nhypnid nhul) wbdtwgpuyhtt pmudwndnip:

3.1. Uhwtiuy http://www.ekeng.am Juypht, mbnunnpty Cryptocard Suite Manager spughpp
(www.ekeng.am -> bjjunpniughts vinnpugpmpynt i-> Yhpum)nn spugpbp’
http://www.ekeng.am/hy/howtouse):

3.2. Stnunph] inyuijubwgdwt pupwnp vupph dke b wljnhyugulk) pupwnh PINPUK hnpkpp.

* Pugh Crypocrd Suite Manager Spughpn

o Ubkmit] ARMID (Anth PIN) winnhjpu b ukmplk Acdvare

¢  Sgmonpkh Uminpmanky PUKYnnp ( 8 thy ) b PIN Unnn (6 ho)
¢  Tplink g gonpbnnnupmiip ARMID (Sign PIN) wvinnh huodwn

3.3 Uluhpwdkowr F uUninp gnpdly http//www.ekeng.am-> Ubdwljub Eo* EjElinpniuyhl
uwnnpugnnipinibl wlpnhyjughlini, hbsyku hwl Jdwpdw b dwbpudwubEphl Swinpubugnt
hunfuip:


http://www.ekeng.am/
https://www.ekeng.am/file_manager/CCSuite_32bit1.zip
www.ekeng.am
http://www.ekeng.am/hy/howtouse
http://www.ekeng.am/

UljunhJwynudp wyuwhndbnig htunn, uvyguul) 3-5 dwd” wy) fEjupntuhtt Swowmipniuubpnid
Jhpwebint  hwdwp: Mowunpmpmnih L Eluinpnaughi uwnnpugnnijni il uij] LiElinpniuyhl
Swnuynipintbbbpnid whnpjwinid Fnpnowlh duduyhln nwupplbpnipinibbbbpny:

4. Piywku [hpunky b Elinpnbuyhlh winnpuigpnipiniin

Lnyuwljuitugdw pupnp E-unnpugpnipjui jhpwndwt hwdwp withpwdtown E niitbtiuy USB Card Reader
uwipp, npp Uhwnud E hwdwljuwpgshtt USB 2.0 ynpunny:

» Real Tek unnphjh npuytpp nknugpjus
S http://www.ekeng.am->k Eijunnpnug ha

unnpuqpnipjnit -> Yhpwnynn Spwqpbp-
>Uwpnugnn  uwppbph  gpuyykpubp
pudunid: Uywuwpludwit hwdwp
quiquhwnby 060 464 504:

5. EjEjwnpnuwghtt vinnpugpnipyut hwdwp withpudbown hwdwlupgtp b spugpbp

E-uninpugpnipiniip hwdwwntbnbih t hbnlywy owybpughni hunlulpupgbph b dpugpkph hén
Windows Vista, Windows 7, Windows 8, Windows 10

MS Office 2007 / 2010/ 2013 / 2016

Adobe Acrobat, Adobe Reader

E-unnpugpnipiniip Jhpunkjnt hwdwp wihpwdbon £ wbnunpt; CryptoCard Suite Manager Spwgnh
huwdwwywinwupwt wuppkpulp ( Windows 64 phe nnwuppbpuljh npkupnid wbhpuwdbown b wnknunnly
CryptoCard Suite Manager 32 php vnuppbpulip, uybnihbwnl 64 vnuppbpwlp) b JSignPDF spughpp:


http://www.ekeng.am/

6. CryptoCard Suite Manager épuighp

Crypto Card Suite Manager dpugph Uhongny uinnpugpynid Ett MS Office b pdf thwuwnwpnpbpp:
Onpwgph mtnunpuwt hwdwp Ypluwyh ubndt) CryptoCardSuite.exe duayih Ypu:
Utnuky Next> Next ->Install -> Finish

vV V V V

Stnunpnidhg htwnn Start Menu gutynid wtjuunid k CryptoTech prpuwwtwl’ pnjnp whpwudtown
pumunphyutpng:

CryptoTech

m

CryptoCard Suite

& CryptoCard Monitor
CryptoCard Suite Manager
& Register in Mozilla

&5 Uninstall CryptoCard Suite

»  Epunnpugpnipjutt Jhpundwt hwdwp wihpwdton b, np hwdwljupgsh wpuwwnwpuyght ubnuith
dwju wmulniunid” dwdwgniygh Unwn 1hth dpwgnph tpwp’

15:16
06.05.2017

SRSRD

A Nhowngpmipinila. PIN b PUK [npkph winjunubgnipnibp

PIN §nph wljnhjugdut dudwwly 3 whguy/ uowh dwuhtt hwnnppugpnipnit uinwbiwnig htwnn
pwpunh hwjuwuwnwghpp hwdwpynid £ wududbp b withpwdtown k unp tnyuujubiugdwt pupwn
Atnp phipt’ ghubnd Nunhjuinipjut wtdtwgpuyht pudwdntp:

Unyjiuuinugiwi pupnh PIN Ynnh thnthnjunipjult, wwywppnlunpuwi b wy) gbwpbpnnd PUK bngp 9
whgual whiw Untinpugpbint qhwpnid wyl pnudnpynid b nphg hbnn wihpudbon t dknp phpby tnp
tinyujuiugdul pupn:

Unyhwljmlnugdwl pupwh PIN [nph wlhwnpjughbjhu wnwghll hul) ufuuyh pbwypnid
whhpudbown | phudly EGGULS PAL:



7.PIN §nnh wljnnhjwugnidp

9 Lnytwlwbwugdwt  pupnh  wnwghtt  hul] [ CoptoCard Suite
| Smart Card | Options [ About |

[] Show only readers with inserted smart card

. =] {a SCM Microsystems Inc. SCR33x USB Smart Card Reader 0
‘s ARMID (SignPIN)

ognnugnpddwmtt  dwdwbwl  wbhpwdbtom Lk

< PIN Unnpp wlnmhdugubnt hudwp wihpudtown k

Attribute Value

Manufacturer  PWPW SA.
. Serial number  9051011351685084
unyuwjutugdwt pupwnp, pugk] CryptoCard Suite Label ARMID (AuthPIN)

PIN status not initialized

Manager dpuighpp, tiph) ARMID (AuthPIN) b ubinuily || | Phesdseeet re
Activate ndwljp: e \

dhwguk; Card Reader uwppp, whnunphy

| Objects Master Password Change PIN | | Ur@& l:
v
9 Ununpugpk) PUK Ynnp’ Initial PUK nuipnud, Qbp ATl s 0 -

Card information
Card name [CC multiSIGN

Serial number |9051011351685084

PIN ynnp New PIN nupnnid b hwutnwwnty® Yplhht
Uninpuigpbiny confirm nwownid, nphg htwn
ubknuky OK:

Activation Data

Initial PUK
New PIN [ confitm

Label [ARMID {AuthPIN]

S Uunyu puyikpp Juwuwpl] twb ARMID(SignPin)
wnnnh hwdwp: oF

< ‘Lnyuwjuiwugdwh pwipuinh PIN ynnh

© The following certificate has been added from a smartcard * *

CN=Karapotyan Karapot 1234567890, SERIALNUMBER=13b270¢812346b, G=7777777,
SN=7272221777, C=AM

wljnhjugnudp  juwnwpkinygg hhwnn  pupunb
wihpwdtown t hwubk] b Ypyhtt mbknunpt), nphg

htwnn hwjnuynud L hknlbjw) hwnnppwgpnipjniip:



8.PIN Ynnh thnfmfunup

£ CryptoCard Suite Manager X

= PIN Unph thnthnpdwt hwdwp wuhpwdbon k

Smart Card | Options | Abaut |
BSoroljeadsswthiealedamatoasd =
l[hulghh]_ Ca_'['d Reader uulpp‘E’ mhl'lm]:}ph'l_ [= Q;rw%s{:;:m)c SCR3310v2.0 USB Smart Card Rea 0

B ARMID (SignPIN)

unyuwluwbugdwt  pupup, pugk] CryptoCard Suite f
Manager Spwighpp, gl ARMID (AuthPIN) b ubnubp
Change PIN {ndulp: S e
v
Warning! ===

Improper PIN manipulation can definitely block smart card. Be sure that
ZB\ you know valid user or SO PIN (Security Officer PIN) value. Continue?

wuwwuinthwtp, npnbtn wubhpwdbon t ubndly YES

Yndwlyp: =
= PUK nuownnid withpwdtown E untinpugpk] PUK Tchange PIN -

Ynnp:  New PIN nupunnid dninnwugpl] PIN Unnp b FRtnsts EOMID bt

Serial number |9051011342008403

hwuwnwwnb] wt® Yplubkny confirm nwpwnnd, nphg

NewPIN [

htwnn ubkndt] OK:

confim | e

Cancel




9.PIN nnh wuyyupinjunjnpnudp

Niuownpnipmit’

=) PIN 4nnp 3 mtiquu upuw) Untinpugpbyny

nhypmid wyu pinjuynpynid k:

=) PIN Unph wwuwpmniuynpdut hwdwp

wihpwdtown L pugh) CryptoCard Suite Manager

dpwighpp b utinut) Unblock Yn&wlyp:

= Pugdus twjumqgqniouljut
wuwwnnthwtnid ubknuk) Yes

=) Pugjus wuwunnthwind PUK  gupwnnd

wlhpwdtown k dntwnpwgpl) PUK Ynnp: New PIN

nuownnid Untnpuqgpl] PIN nnp b hwuwnwwnly

wjtt® YpYubny confirm nupnnid:

-10 -

Smart Card | Options | About

[] Show only readers with inserted smart card

=] {,a SCM Microsystems Inc. SCR3310 v2.0 USB Smart Card Rea 0

PArwD (i)

B3 ARMID (SignPIN)

Attribute
Manufacturer
Serial number
Label
PIN length
PINpad support
PIN status
PUK status

P

Conn

Value

PWPW SA.
9051011342008443
ARMID (AuthPIN)
4-10

no

blocked!

ok

8 dmin Nbson

Master Password | | Change PIh

N

Unblock user PIN

o)

Card narne FHMID [AuthPIN]
Serial number |9051011342008409

PUK

Mew PIM
confim

[7] Reset the PIM retry counter

o) o]




10. MS Office thwuwnwpnptph uninpugpnudp

[ MS Word b MS Excel puyjbpp uinnpugpynid ki inyyl Enwinuliny: J

10.1 MS Word 2007 $uyjtnh uinnpugnpnidp

MS Word 2007 duyjtipp unnpugpbint hwdwp wihpwdton t twpwybu wquhwwby (Save) uinnpuqpynn
$uwyn, nphg htwnn Office indwlhg pnpt| Prepare-> Add a Digital Signature

< MS Word 2007 $uykpp unnpugpbyne P NCEED . ‘

L Prepare the document for distribution
| ] tew o
~

hudwp wthpwdbon L twpwybu

wuwhwwk] (Save) unnpugpynn duyp, b s
nphg htwuin Office ndwljhg puwnpky @t ’

Prepare-> Add a Digital Signature 2 T
_d Send
< Utinut) OK Yndulyp: & wwin >
J‘\ jal
9 Sign wwwunthwinud  ubndl;  Sign o e

@  Ssee additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be

Undwlyp: “Purpose for signing this
visible within the content of this document.

»
document I}lllzu’lll danPulqanI—[E Purpose for signing this document:

|
111] LEhmpmhpul]hh }: (111111111]11 ]: ‘ Signing as: Karapotyan Karapot 1234567890 ‘
wlwnbuby): |

Issued by: Test Syster for Issuing Electronic Cards
S CryptoTech CSP wwwnnthwiunid

Sign ][ Cancel ]

Uniinpuiqpb] PIVnnp b ubknut] OK
S Ouwunwpnpnid k] unnpugpnipniup

hphnuI k k]-hllmpnhul]hh llhhph Page:1 of1  Words: 0 | Russian (Russia) R;

wupn] toh Wpplmt e =

-11 -



< Uuinpuqpbinig htwn boh wye vwunid

hwjntgnud k uwnnpugpniup A Find -
R

Editing

Uj AaBbCc, AaBbCcD(' AaBbCcD: [~ %

le Subtitle | Subtle Em..| Emphasis || Change

hwuwnwwnnn Signatures wuwnnithwip: 7| Stytes -

S Signature Details Lupwubiynit gnyg k

| |@ verification error: |

|Karapotyan K... 30.11.215]

B Sign Again...
Signature Details...

R

wnw]hu unnnpugnpnn wbdh ndjuukpp:

S Remove  Signature Eupwdkiyni

Signature Setup...

htpwgunid £ uwnnpwuqpnipiniup

Remove Signature

thwunwpnphg:
© SYjuy  wwwnthwip  wbuwbbh &

nuninid twlb toh unnphtt hwwndush
E.4upph ypu 1 wbquad ubknubiny:

“Thunwnly. Uhliunyt thwunwpninpp 2 mupphp wdwbg hnn
whpwdtown E mbknunply dniu inyuwjutugdwt pupwnp jupgugnn uwupph Uk, Office

] Prepare-> Add a digital Signature, u Sign yuwwnnthwunud utinut) Change

-12 -




10.2 MS Word 2003 dwyy iph unnpugpnidp

S MS Word 2003 duyitipp unnnpugpbint hwdwp ki ot
‘ User Information 7] Compatibility ] File Locations
wihpwdbon k twhiwybu wwhuywky (Save) ‘fv-ewTLG‘enera' ul eat | ],Print d(l S
Securi Spelling & Grammar Track Changes
s hh T _lg L[hh File encryption options for this document
unnpugpynn uyp, nphg htnn Too. nihg it i —
Ehmph]_ q’abﬂs hhpmdhh] n]_h File sharing options for this document

Password to modify:

S Cuwnnly Security hmnwdp b utinuty Digital Signatures | [ rezssiusconmences
@mmd Document...
hn&uﬂ‘lh qu Privac
|| Remove personal information from file properties on save

3 UhIlL[h]_ Add [ Warn before printing, saving or sending a file that contains tracked

changes or comments
|| Store random number to improve merge accuracy

3 Lzh]_ umnpulqpnrl mh&b hulllmumulcﬂlp]} h uhI]_l,[h]_ OK [7] Make hidden markup visible when opening or saving

Macro security

djust the level for files th h -
< Uninpugpl) PINYngp b ubnuty OK el e i Mg
trusted macro developers.
Cancel
S Ut OK' uwnpuqpmipnip hwunwwnbyne  Pgitel Signature i

Signatures
hwdwp ;
The digital signature generated by Office may not constitute a
legally binding signature. For more information, read about digital

< Qwuwnwpnphg b-unnpugpnipniup 9ugkint hwdwp signatures in Help.

The following have digitally signed this document:

wthpwdtow L Digital Signature yjuuunnthwnid ubknuby - i e o
Remove Undwlp, hul]j View Certificate n&wlny
htwpuwynp E  wbultlp  uwwnnpwgpny  wbdh _

EEjupntwghtt hwjwuwnwgnph wdjuukpp:

S Uuinpwgpmipiniup tpind E hwunwpyph I

ubpplnud® E. Juhph wnbupnd b 1 whqud ubnudbng \
Jupth £ wnbutik] unnnpugpnn wtdh ndjuubpp:

_ This document has been digitally si.gne‘d]'r
Russian (Rus "

Niuownpmipni. MS Excel 2003 dwytipnid LEjunipnuwght Yuhpp sh Gplnwd:

Zuunqybknt hwdwp, np unnpugpnipniip nknunpyt) Ehuunwpnpnid, uinnpugptjnig htnn

wihpwdbown £ thwll) b Yphht pughk] mjuy duyip: Gph duyih dwpn wulniund JEptwgnph dnn
wnlw k. [Signed, unverified] ipnidp, wuyw nyju] thwutwpninpp unnpugpyusd k:

-13-



10. 3 MS Word 2010 $uy tph unnnpugpnidp

O MS Word 2010 $wpbpp uwnnpugphne EEo

File Home Insert Page Layout References Mailings Review

hwdwp twpwybu wwhywibk; (Save) — dsee

Save As

unnpugpynn  dwyp, nphg htwn  Fle 5o

Information about dd
C\Users\Arthur Melyan\Desktop\dd.docx

[ Close

Ukynihg punnty Info-> Protect Document-> - & mmman v
Info nyone can open, copy, and change any |
. o . Protect
Add a Digital Signature Recent O it
New [ = Mark as Final
= Ul OK ndwip e
Print (1) Encrypt with Password that it co
| i i hor's nz
o Un]_‘u’lpu]_qph'l_ Pﬂv 11]‘11}":1 l]_ uh]‘lﬂh‘l_ OK e Lﬁﬁ Ezgrzz:t!;assword to open this uthor's n:
E% Restrict Editing
S Uunpuqpnipntup  hwunwwngnid £ OK wep | 50 comvownattpes or coangespeopt
] Opti "1y Add a Digital Signature
uhl‘ll,fh]_nll: i Getiocs ‘ & Ensure the integrity of the document ns of this
a Exit \ by adding an invisible digital signature,

Tanage

hphnu[ ]: ]:thllﬂpl’lhlll]hil Llilbph mhupm{‘ Page:1 of1 | Words:0 = Russian (Russia) 1= R |

Eoh tkpplh hwndwénid: E@

9 Qwunwpnpeod L uwnnpugpnipniup !j .w

< Uwinpwuqplinig htwun  toh we dwunid

hwjniynid £ unnpugpnudp  hwuwnwnng V1 PSS P p— | @g ::,,d.a:e I
Signatures wyuwnnihwip: M LU LR WETAR
Editing |
S Signature Details GLupwubiynmit gnyg L : - |
ST G} Signatures T
wnw]hu unnpugpnn wudh nyjuubpp: B[O verfication error: |
Karapotyan K... 30. 11.2@]
S Remove Signature hupudbiynit hknugunid R signAgain..
Signature Details...
E uninpugpnipiniip thwunwpnphg: Skinure et n
Remove Signature
9 SYju; ywwwnthwip nbuwibkh b punind
twl Eoh unnnphtt hwndwsh E.Yuhph ypw 1 |

wbquu ubknutny:

-14 -



10.4 MS Word 2016 dwy ph uninpugpnidp

S MS Word 2016 duyjitipp unnpugplint hwdwp twpwybu uinnpugpnn wadh LEjunpntuught

unnpugpnipjul hwjuwuinwgpbpp whnp Ewtjught Trusted People $nintpht ° Cryptocard Suite

Manager spwgph dhgngny:

9 Fugk; Cryptocard Suite Manager spuighpp

< Eplnt wiquid uknuly ADMIN(Auth PIN) uinnh Jpw

ﬁ CryptoCard Suite Manager

===

Smart Card | Options | About

7] Show only readers with inserted smart card

B4 CA g
[ VARMID (AuthPIMIM

Atribute Value i
Manufacturer PWPW SA
Serial number 5051011388060834
Label ARMID {AuthPIN) E
PIN length 4-10
PINpad support no L
PIN status 3 attempts
PUK status ok i
Comm mmmmn fmr mmcimmbmm § dmbm O bodomn

Master Password Unblock

S Pugws ywuwnnithwinid tpnt wiqud ubinut) Certificate X 509 ninnp

-15-


https://www.ekeng.am/file_manager/CCSuite_32bit1.zip
https://www.ekeng.am/file_manager/CCSuite_32bit1.zip
https://www.ekeng.am/file_manager/CCSuite_32bit1.zip

£ CASTLES EZ100PU 0 L= |

Cerfficates
- Login
f Card status: not logged in

[=-f ARMID [AhPIN
Gl Catficate: X509.3

Atribute Value

ssued to AVETISYAN ANAHIT 7110860558

lssued by CAof RoA

Expiration date  2023.12.26.12:13.28

Key usage digital signature, key encipherment, data encipherment, deciphement|
Cerfiicate size 1353 bytes

Id 45
< 1il | »

9 Ujunihtwnl pughy Install Certificate tupudtiynit

Certificate u

General |De13ils I Certification Path

Lﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
l * Protects e-mail messages |
» Allows data on disk to be encrypted
# all issuance policies

*=Refer to the certification authority's statement for details.

Issued to:  AVETISYAM ANAHIT 7110860558

Issued by: CAof Roa

valid from 26. 12. 2013 to 26. 12, 2023

([lnsmll Certificate... )Issuer Statement

Learn more about certificates

-16 -



S Pugyws wwwnnithwunwd uotky Place all certificates in the following store

Certificate Import Wizard L

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
$ (@ Place all certificates in the following store
Certificate store:

Browse...

Learn more about certificate stores

< Back " Mext = ][ Cancel

< Browse Inwljh oqunipjudp pugdws dkiynthg punptk) Trusted People juupnp b utiguty OK

L ™
Select Certificate Store ﬁ

Select the certificate store you want to use,

----- | Trusted Publishers ~
----- | Untrusted Certificates

----- | Third-Party Root Certification Authorities
RN Trusted People |E
| Other People |

1 Srmart Card Trietad Bantes
1] [ »

[] show physical stores

[ oK ][ Cancel ]

[ — A

S Oklngulp ubnubinig htwnn, wjwpnht hwugiby nknunpnudp hbwnbyw) puytpny Next -> Finish
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9 Qnpénnnipniup hwennnmipjudp juwnwpbinig hnwnn unyb puy kpp wthpuwdtown L juwnwpty bwb ARMID
(Sign PIN) vinnh hudwp

g CryptoCard Suite Manager =]
- —

Smart Card | Options | About

|| Show only readers with inserted smart card
-3 CASTLES EZ100PU O

Id =1l
" JARMID (SignPIN)

Attribute Value it
Manufacturer PWPW SA

Serial number 3051011383060834

Label ARMID {SignPIN} E

PIN length 4-10

PINpad support no | &

PIN status 3 attempts N
PUK status ok

fer

Objects Master Password Change PIN Unblock Format

10.5 MS Word 2016 uyjtpnid | EYunpntiughtt uinnpugpnipjuwt nkupp

2 MS Word 2016 $wjkpp unnnpugpbynt  &=2—2° - |

j o Prepare the document for distribution
1\ Properties
h]]]d]]]p 1]]hhp1]]dh2m k hl]]hll]]l]]hll N |@2) View and ccit document propertes, sueh
7 Open as Title, Author, and Keywords.

7 Inspect Document

H save |Z5#) Check the document for hidden metadata
= or personal information.

yuhywily (Save) uinnpwugnynn duyp, = i o
H savess > | CHjp l-r:;easnnese{umyonhedacumemby
nphg htwun Office Yndwlhg plnphy  gow |y w0
ability to edit, copy, and print.
» 5 Add a Digital Signature
| Ensure the integrity of the document by

. . . ] ereoare
Prepare-> Add a Digital Signature 2
_ﬂ . R adding an invisible digital signature.
= @ Markas Final

S

L Let readers know the document is final and
< Utinut) OK Yngulyp: N e
: @
@ Run Compatibility Checker
- Check for features not supported by earlier
Close - versions of Word.

[22 word options | [ X Exit Word

9 Sign  wwwunthwimd — ubndl]  Sign  Sen (e
© see additional information about what you are signing...
ndwlp: “Purpose for signing this
11 LlE g You are about to add a digital signature to this document. This signature will not be
» visible within the content of this document.
document” nwpownh  UntnpWGNNIUD | pypose for sining this document:

|
11.1] U}hmpuﬂlpm] hh ]: (hmph]_b ]: ‘ Signing as:  Karapotyan Karapot 1234567830

Issued by: Test Syster for Issuing Electronic Cards
wlwnbuky): ‘

S CryptoTech CSP  wuwwnnthwunid

Sign ][ Cancel ]

Uniinpuiqnty PINYnnp b ubnul) OK
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S Ouwunwpnpnid k] unnpugpnipniup

tpinid B EEjupntught gpph =

wntupny’ toh ukpplnid:

S Uwnnpwgpbinig htwn boh we dwunid || Signatures v X

hwjpnuynid k unnpuqpmidp | ) valid signatures:
AVETISYAN ANAHIT 7110860558 15.05. 20 ]

hwuwnwwnnn Signatures wunnithwip:

2 2T Aalga

< Signature Details tupwudtiynit gnyg k : :
Signature Details...

nuwhu wnnpugpnn whdh nduyibpp: Signature Set

S Remove  Signature Eupwdbkiyniu Remove Signature
htnwugunid k unnpugpnipjniup

thwunwpnphg:
° SYu; wwwunthwip wbkuwtbh k

nununid twlb kgh unnphtt hwnduwsh
E.qpph Ypu 1 mbqud ubnukny:

10.6. MS Office dury tipnid uinnpugpnipjut tjuph nknunpnudp

S Unnpuqpmpput  Ghuph  hudwp o
Insert Ukynthg plwnpk) Signature Line U Y A E 4 C T A

""" Microsoft Office Sepnature Line... |

plunply Microsoft Office Signature Line At || ek~ P

N
|

Text —

> Signature Setup ywwnnithwunud ubkinut) OK

»  Pugud wninnh Ypw 2 waqud dfuhyh dwju Yndwlp ubnudty b ubkindt) OK

> Sign yuunnithwunid ubinuty Select Image Ut pinpl) wpnkt Wuwwnpwunyws tjupp
(guuluih Eunnpugpnipju ujub mupplpulp’ thnpp swihbpny) b ubnudby Sign

»  Uninpugpb PINYnnp b ubnuk] OK, nphg htwn Signature  Confirmation
wuwwunnthwinid wthpwdtown k uknul) OK
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http://www.ekeng.am/wp-content/uploads/1.jpg

MS Office puyjbpnid qpupplulml wunnlbp * Gjwp wknunpydnid 2007, 2010, 2013,

2016 wnwuppkpulakpnid:

Sign

L2 . g,

o See additional information about what you are signing. ..

Before signing this document, verify that the content you are signing is correct.

Type your name below, or dick Select Image to select a picture to use as your
signature:

X

Select Image...

o o— § -

o See additional information about what you are signing. ..

Before signing this document, verify that the content you are signing is correct.

Type your name below, or dick Select Image to select a picture to use as your
signature:

H

N

Signed by: AVETISYAMN AMAHIT 7110860558

AVETISYAN ANAHIT 71108605558
CA of RoA

Signing as:
Issued by:

AVETISYAM AMAHIT 7110850558
CA of RoA

Signing as:
Issued by:

Sign Cancel

Sign l’ Cancel ]
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11. Uninpuqpnipjut yupugnidp MS Office $uyyjipnid

MS Office duyjtipnid unnpugpnipniip uybp nkuttne hwdwp wihpudton . www.ekeng.am ljuyphg
nbknunpt] hwbpujhtt hujuwunwgpbpp ekeng.am-> uunwpnphp->Skuthwulut huunupnphp b
dpwgpbip->Zwpwht Zujuuwnwgpbp (EKENG Certificate Installation)(
https://www.ekeng.am/file_manager/EKENG-certificate-installationl.zip): Ukpplntubiny hun[ulllulquz‘ ubinuby
EKENG certificate installation.exe ujip, punpl] hwdwwywwnwuhuwb (Egnit b mbnuljuyby:

12. JSignPdf spwigph nknunpnudp b uninpugpnidp

JSignPdf Spwiqph wbknunpuwt hwdwp Yplhuuyh ubnut) JSignPdf setup_1.6.1_wijre.exe duiyjh Jpw b plunply
Next>

1. Cunniubk] hwdwdwytwghpp (£ accept the agreement) L1 utinut) Nexz>

2. Utnuby Nexr>

3. Pugwé ywuwwnnithwinid ubnut) Nexe>

4. Opwgnph nknunpnidtt wjwpunbinig htwnn ubndt) Finish

13.PDF uj Eph unnnpugpnudp

PDF $wyj tiph unnpugpdwit hwdwp Start dkiynithg whpwdtown k. pugl JSignPdf Spughpp.
Start-> Programs -> JSignPdf-> JSignPdf 1.6.1
PDF bwy Eiph unnpugpdwis hwdwp withpuwdbywn k htnlk] unnpl wnwewplynn puykppt:
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Key alias
Input POF fie
POF Encryption

Reason (optional)
Location (optiona)
Contact (optional)
Certification level
Hash algorithm

WINDOWS-MY v (V] Advanced view . Loty Advanced view
Remember passwords
2] AVETISYAN ANAHIT 7110860558 v || @lLoadkeys 4

FEkrulg Ioad keys b phrbly husjunmmnmchpp

: Cuuply wmmngminn $uy p
C:\Users\Anahit Avetisyan\Desktop'oniir| | ) Browse ...
Not encrypted v
Output POF file (optional) | ) Browse ...
V| Append signature to the existing ¢ L L21q Append signature t0 the existing ones
I
U'tpil Sign IT

Sign It utinutinig htinn CryptoTech CSP ywwnnithwinid dntnnpuqnt) PINYnnp b ubinut) OK:

PDF $uy tipp Jupth E unnnpugpty Jsign PDF, Adobe Reader, Abobe Acrobat puignptinh dvhongny:

AZulpllul]hh hwobnympnibubph vnnpugplun dudwiwl] wihpwdbon E whuywydwh ok Append

Signature to the existing one hunjwén:

A Uhlunyt duyip 2 b wydkjh wbwdwbg Ynnuhg unnnpugptint hwdwp®

>

vV V V V

Jupnugnn uupph Uk nknunpk) 2-py uinnpugpnnh pupunp,

utinut) Load Keys Yn&wljp b punply 2-pn uinnpugpnnh hwjwuwnwghpp,
puwnpl] wpnbt uvnnpugpdws “_signed” yhppwswugny duyp

ok Append Signature to existing one hwnyjwdp

ubinuty Sign It Yndwlyp:
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Uunnpugpnipjut ujupp PDF duyjtpmd

Visible Signature quimuljp okm] wlnhjuimd t Sertings yn&wljp, npp hiupunjnpmpinit £ wwghu
wykugut) tup .unnnpugpnipjut nkupht:

fa\

Cuwnptkiny Preview & Select ndwlp' Ywphkih bt uvwhdwil] winnpuqpnipjutt nhppp toh Yypw, nphg htkwnn

Preview & Select

djuhyh Awp ubnuwlny Uok] uwnnpugpmipjut nhppp/swthp b puwnpl] Close: Zwdwwwwnwuhiwb
wuwpwubwnpkpp Ygnigunpytu Visible Signature Settings wjuuunnnthwunid:

14. PDF duyjtiph uninpugpnidp Adobe Reader dpwqnny

PDF buyjjtipp Adobe Reader DC nnwupptpwlny uwnnpugpbint hwdwp wihpudtown t pugly duyip b pnpty
Tools in&wljp

_ Residence card PDF - Adobe Acrobat ler
ile Edit View Window Help

Home Tools Residence card.PDF
Q kearch Tools..
S B
Export PDF Create PDF Edit PDF
Open | = Open | = Open |~

=2 e o

Stamp Certificates Measure

Open | = opE{D\gitaHy sign or certify documents and validate a

Pugdws Eupwdkiynihg plwnpky Certificates -> Digitally Sign
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™' Residence card.PDF - Adobe Acrobat Reader DC I el I T

File Edit View Window Help

Home Tools Residence card.PDF

® B = Q L @

Certificates ~ £% Digitally Sign Time Stamp

SYyw Yndwljp ubnubinig htiinn ukuttp wuwwnnthwt npuntn wthpwdbown t ok OK hpwdwp:

Uljuhyh dhongny ptnpky wyt mbnp hwunwpnph ypw, npuntn withpudbown b $hput] unnpugpnipniip:
Ejpwth Jpuw hwynignud b LEjunpnbughtt vnnpugpnipjutt hwjwuwnwgph yuwwnnthwp, punplp Qtp
hwuwuwnwghpp b unul) Sign Yndwljp:
[ Sign Document S

Sign As: ’A‘u’E'I'ISYAN AMAHIT 7110860558 (CA of Ro v]

Issued by: CA of RoA

AVETISYAN Digitally signed by

AVETISYAN ANAHIT

ANAHIT 7110860558
Date: 2016.08.10

7110860558  16.04:10 +04'00"

[] Lock Document After Signing

Click Review to see if document content I
mayaffect s |

=) o= |

Qnpénnnipinitp wjwupunht hwugubnt hwdwp wihpudbown Eyuhwwily Llluiﬁﬁimpnmp]} b hujupk] PIN
nnn Crypto Tech CSP spugph yyuwnnthwnid:
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15. Zwpluyhtt hwpdbunipyniutttph vnnpugpnudp

=

S ‘Zuwpybwnynipjub nhdwug

Utnuk] «Lpugdus hwoytummpniuubp»
pwdhup, puwnpl] twpwwybu pugduws b
wwhywidws  hwydbnynipmip U

ubinut) hwyybwnynipjut ujunph ypu:

Zudwljupgynud ujuy pdf
thwunwpni)pp yuhwwikjnig hinn
unnpugpl] wy JSsignPdf Spuqnpny:
Zupytwnynipjniip uninpugplinig htwnn
pughp  w b unmglp  ppws
unnpwqgpoipnLip:

Uuhpwdtown E, np weljuw (huku b 16Y, L

njjup  unnpugpnn - wbdh/mbdwihg

unnpugpnipnibbpp:

wnfumply]  Usnspusgpon
D10 2242434 - o R
-

010 215439 -

B Form 46 _(25_01_10).pdf - Adobe Reader

File Edit View Document Tools Window Help

105% + |I'= E

1 /1 " @

[é.|—j At least one signature has problems. Please fill out the following form, You can
', Please print your completed form if you would like a copy for your records.

Validate All
* ! Rev. 1: Signed by Annkijminunbph ymihunk
% 1 Rev. 2: Signed by Samvel Handkaryan
# == Unsigned Signature Fields

Uwnnpugpué hupgtnynipjuts hiwn pintinudp MEY hwdwiljupg

«Q-npbllphhp»
uynitbwlmd  ubndb] pugl] Yndwlp b
Undwlny puwnpky

unnpugpyus hwpybwnynipiniun:

«Browse» «_signed»
Fhnuynn nhuwg
Jupdhp towbh thnjuwpkt whnp k&
gnigunpyh v wowbp, b «Zwbdil] MGY»
uowtip wjnmhJubu:

hwoybkwnynipjut

Uwninpugpoipiniiiip Sapdhpukp Zwmbdblk) MY

# DA T

Tunpuun § nuquplyiobs:

-

=
- s RS P
- n &) g
- B a4
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16. Zwpluyyhtt hwphyubph unnpugpnidp

S Zwpluyht hwphy unnpugplim

hwdwp by ndyuy hwphp b —

uwnwrnrbEn Lgpebn, 3.3.2

utnut) Unnpuqnpby \
Ulwybn Unwodws | |22 2] & 03

0 SwzdwnluhU thwunwenebn - [ nnpwant..

< Uuwnpwgpl) wpwh ypu LRI =
Unuinpuigpbp bilnpnluughl vinnpugpnue pul w jubpp
uknutjnig htiwnn pinply
Unnpwanpnie)jwl Gnwlwly
unnpugplwb tnutwlp ARX I =
Cosign jud ID-puipin = 7
Ogunn,
3 Ehmph-l_nq ARX COSigIl Sunnbwpwn

nwupphpulp’ whhpudtown k
Ipwuguk] Ogunynn b Gununtwpwn

wnnbpp (ophtuwy’

k_karapotyan0010, qununtwpwun’
xxxxxx) it ubnul) Unnpuqnty:

9 Ubhpwdbon E tph] WINDOW- 8wt s ==

uUnLinpuqpbp b Ehnpnuwghl unnpugpnog jul v jupbbpp

MY, ubnubk] Ftnubk] yndwlp b

Unnnpwannipjuwl bnuwbwly i
phnhhl unnpuigpnn mh&b Uunnpugnnijwl nbuwl

UnnpuwgpnLpinLl [ v] [ Phinliby

hwjwuwnwghpp' P

Ogunn

[CSS] KARAPOT KARAPOTYAN | s

1234567890

< Utnd] Uwnpwgpl)]  Yndwlh

Jypw, nphg hbkwnn  pugdus
Cryptotech CSP wwwunthwunid

wihpwdton L dninpwugpty PIN
Unnp b ukinuky OK:
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17. unhpubp

1. buym L puguljuymd hwjuwuwnwugptiph ipwbinbpp Cryptotech suite manager sSpugpnid

Gpt Cryptotech  Suite Manager Spugpnid puguljuymd Gt hwjwuwnwgptph  dwinipwujuqgni
wpwtiukpp, wyw wuhpwdtown E Cryptotech Suite Manager dpwighpp Yplhtt nbnunnty (guuluih k£
wju htwhiwy bu ougk], hwdwljupghsp ybpphntly (restart), wyjunthtnb mbknunphy):

N
ﬁ CryptoCard Suite Manager | S|

' Smatt Card | Options [ About

~| Show only readers with inserted smart card
= Q‘a SCM Microsystems Inc. SCR33x USB Smart Card Reader 0
ARMID (AuthPIN)
ARMID (SignPIN)

Attibute  Value

Lok J

Opwghpp mbknunpbkinig hkwnn hwdnqyty, np hwjwuwnwgpbph tpwtubpt wnlw tu:

2. buym skl Jupnquinud unnpuqpt) MS Word 2007 thuunwpnphpp

Windows XP Owbpwughnt Zwdwlwupgh nhwypnmid MS Word 2007 $wytip unnpugpbjhu «Your
signature could not be added...» hunnppugpnipnit unwbwnt phypnid wihpudbown E juwnwpky
htanlju puy tiphg npbk dkp.

1. MS Word 2007 vnupplpulip thnful 2010-h,

2 Zudwluipgshg htmughky(uninstall) ARX CoSign Spuighpp,

3. hap//www.ekeng.am [juyphg nknunnly hwipuyhl hujwumnwgnpbpn ekeng.am->
Quuwnupnplp->Skjubhwlulwl huunnwpnplp I Spugpép->Zwipuyhs Zujuuumugnkp (EKENG
Certificate

Installation)(https.//ekeng.am/hy/%D4%BE%D6%80%D5%A 1%D5%A3%D6%80%D5%A5%D6%80 ):
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3. busn kU MS Office 2010 duy tip unnpugpbijhu uinwund “Your Signature could not be added to the
document....” hmnnpugpmipniup

Bpt MS Office 2010 dwy kp unnnpugpbihu unwtnud Ep Jpnuoju) hwunnpnugpnipiniup, wuyw
wtthpwdtown E juwnwnt) hkwnlbyjuwy pug bpp.

Start -> Programs -> Microsoft Office -> Uljuhljh w9 ubnuwlny uknut] Microsoft Office Word 2010-h
Ypu, uknub] Properties i 1k Compatibilty: Lot Run hwingusdp (checkbox) b piinpty Windows XP
(Service Pack 3), nphg htwn ubinuty OK:

hl
W Microsoft Word 2010 Properties %]

A 7é;cuﬁty I Detals ' wous

General | Shortcut ‘ Compatibility )

If you have problems with this program and it worked comectly on
an earier version of Windows, select the compatibility mode that
matches that earier version.

Help me choose =
Compatibility mode

[¥] Run this program in compatibility mode for:
Windows XP (Service Pack 3) v

] Settings

[ Run in 256 colors

[] Run in 640 x 480 screen resolution
["] Disable visual themes

[] Disable desktop compostion

[ Disable display scaling on high DPI settings

Privilege Level

["] Run this program as an administrator

‘F’,"Change settings for all users ‘

o) (o) o

A >}

Uuhpwdtonnipjut nhypnid tny puyipp juwnwpt) Microsoft Office Excel it Microsoft Office
PowerPoint 6puqpbtph hwdwp:

4. Zuwpuwynp k inghwjuiiugdwt pupinh unnpugpnipniup Jhpuet) hbpwhwp tpubwyng

‘Unyuwjutwugdwb pupwnp htwpwynp sk hpwnt] hipwhwp tnutwlny(remote): Lupwnt
wlthpudtown kL dhugt) wudhowwbu hwdwljupgsht, npnud yhkwp L hpujutwgydh uinnpugpnipjut
nbknunpnudp:

bPusn skl nkutnd HEYwnpnuughtt Yuhpp MS Excel 2003 $uyjtpnud
-28 -



MS Excel 2003 dwjtpp unnpuqplinig hbwnn EEjupntwghtt Yuhpp unynpwpwp sh bEplnud:
Zuunqybnt hwdwp, np unnpugpnipiniup nknunpdt) £ duph Jpuw wihpwdbon k unnpuqpdui
puypp Juinuptinig htann thwljly b Yphht pugl) ndjug duygip: Bl wdjuy puyh dwpe wmblniinud
Jtptwgph dnwn wnlu k [Signed, unverified] uonidp, wuyw wifju) uwyip unninpugpqus k:

busn sh pintjmd hwjuunughpp' Load Keys Yndwljp utinubihu

Bpt tnyuwlwiwgdwut pupnp nknunpkinig htinn JSignPdf épugpnid Load Keys indwljp ubkinukinig
htnn hwjuwuwnwghpp sh ppiynid, wyyw junphnipn £ wnpynud Keystore type innnnid WINDOWS-MY
thnjuty WINDOWS ROOT-h, utinut] Load Keys, mtiinkub] uinwugynn hunnpnwugpnipiniip, wjinthbnb
ynYyht ptinpty) WINDOWS-MY U nlht utinuk] Load Keys:

busn kU Load Keys uknukjnig htinn Key Alias nuuounnmd hwpguljui ipwtitikip nbkutinud

Load Keys utinutnig htwnn Key Alias nwownnid hwpguljut tpwtiuitp tplwnt nhypnid wthpwdbown £
pugynn guwuljhg pinpl] unnpugpnn wudh hwjuwuwnwghpp, ophiwyy [CSS Unit Uqquitini, ZOZ):

busytu kU uvinmgnid Word ud Excel thwunupnpnid Unnpugpnipyjub dwdp:

MS Word / Excel duwytp uwnnpuqpbihu
unnpugpnipjut opjuw, dwudh b wy] dwbpudwut y
wnjuubkph wpunugn)dub tyuwwnwlyny = : — mw}a — =
wihpwdbon  t $uyh  we  hwwndusmd =
unnpugpnipiniiubph  ynitwlnud  Jyuhhh  we
utinuulny ubnut] unnpugpnipju ypw b punpky
Signature Details nupphpwlyp:

Signature Details...

Remove Signature
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-
Signature Details m

=1 Valid signature - This signature and the signed content have not been
" modified since the signature was applied.

Pugwué ywwwnnithwtinud ptnpnud Gup See
the additional signing information... nupphpwlp:

Purpose for signing this document:

Signing as: VARDIKYAN SHOGHER 6811890797 -
Issued by: CA of RoA
p#ee the additional sianing information

that was collected...

P
S

p
Additional Information [E=x=)

The current view of this document is not showing some things that were signed (for example, hidden

!‘- text).
how to show ever:

This signature signs: e contents of this document
Uunnpugpmipjmbn  Jkpupbpyumy  udjuiitph m,:iﬁ”:“iu i
ulpmulgnl 'llmb hh: Wirs]limwsdate/hme.: Thursday, August 11, 2016 10:11 AM (Caucasus StandardinZeD

Office version: 120

Microsoft Office Word version:  12.0

Number of monitors: 1

Primary monitor: 1360 px x 768 px - 32 bpp

Lo ]
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18. Cunhwnip nbtnklnipnit

Unytwlwbwugdwtt  pwpntph  ElEjupntwhtt  uvnnpugpnipjumutn wnbtgynn hwpgiph b juunghpubph
uyuwuwpuwt hwdwp ghul) EYELS OLLT

B +374 60 464 504

> cssupport@ekeng.am

URL: https://www.ekeng.am
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