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1.  Ubkpwdmpiniu

Unyt dkntwplp hwdwenn ubpjuyugunid £ ARX CoSign spugph mnknunpuwt b jhpundwt tjupugpnipiniup:

ARX CoSign dpwgph wupnnowljut tjwpwgpmipmniip wpws B CD-nud wwpnibwlynn "CoSign User Guide"
dntwplnid: (CoSign CD\AICosignClient\AICosignClient4.42\DOC\CoSign User Guide): ARX Cosign 5,4 Spwgpuyhtt
nuppkpulh mbnunpnidp junwpynud E unyt puy iph hwenpnuljunt pyudp:

ElEjupnuwghtt pyuyhtt uninpugpnipjut hwdwlupgp hwjuunwpdwgpdus b 22 BEynundhluyh bwpjuwpupnipjut
ynnuhg: Zudwduyin 2004 pYuluiht pugnijuws  «BiEjupnbughtt | wuwnwpnph b Ejupntuhtt | pduyght
unnpugpnipjul ywuhb» 22 opkuph’ EiEjupnuwhtt unnpugpnipniip hwdwpynid kL jhupdtp hpwjuljwb nid niikgng

unnpuqgpnipjnil:



2. Sthuhjwlwub yuwhwbeutp

ElEjupnuwghtt unnpugpnipjut spughpt wpjpwnnid k hknlbju) oybpughntt hwdwlwpgbph b dpwgpbph htwn.

‘Windows Vista, Windows 7, Windows 8, Windows 10
MS Office 2003 / 2007 /2010 /2013 / 2016
Adobe Acrobat, Adobe Reader (quuuljuijh £ Adobe Reader 9 Jwd 11 mmwupppwljutipp)

ARX CoSign b6pwgph wppuunwliptt wwwhnybnt hwdwp wbhpudbpn £ htnkpubin juy b 443 wnpup
hwuwubhnipmnil:

3. Ejkjupntughtt uvnnnpugpnipjut spugph nknunpod

ElEjunpntwghtt unnpugpnipjut ujujunuyp (CD) wupnibwlnud k CoSign spwuqph nbnunpdwt hwdwp whpudton
pununphsubpp:  Ukplujugdws wwwunthwbt wjundwn Yepynd wohwnmd B ujujunuljp  hwdwljupgsnid
wmbnunnptjnig htwnn, kpt ny, wyw wyt jupbih E gnpsh nutk) «My Computer» CD-Drive wyunljtpuiljh oguntpyjudp:

CoSign dpwghpp 32 bit owkpwghntt hwdwlwpgh

hwdwp
& CoSignInstaller = | |
CoSign épwghpp 64 bit owkpwghnt hwdwlupgh
[ Windows 32 bit Version T/V hunwp
l:_lk Eng [ Windows 64 bit ‘u‘ersion—]’ )
—» CoSign spugph mknuppuwt b oginugnpédwt dAkntwplp

Uju pununphsp, npybu juint, wdunndwun

5 [ Installation Manual
] = [ NET Framework 2.0 T nbknunpynud E: Gpt puguljuynid £ ubnut) Framework
o 1 .
[ T ']‘ 2.0 Yn&wlyp b nbnunpky wy:

| ARXCoSign Video “1\\‘ Eikjinpntiwght unnpugpnipjut hwjuunwgph

nbknunpdut duyp

— CoSign épwigph nknunpdwi nkuwiynipp

hetpsifaramekengam

Cunn hwdwlupgsh owbkpwghnt hwdwlwpgh® wuhpwdbown E puwpl] ARX CoSign spwqph hwdwwywwnwujuwt
wmwppkpulp’ ukinulinyg Windows 32 bit Version wuud Windows 64 bit Version ndwljutiphg nplk dkp:

- e —
& CoSign Installer — El;lﬂ

S

—
( Windows 32 bit Version )
E..lk Eng [ Windows 64 bit Version

l

5 [ Installation Manual l

e : [ .NET Framework 2.0 l
- 1\.\:} [ l

l

Install Certificate

hltpa:,-',"uw.ek_:ng.am

[ ARX CoSign Video




Ypugyh hwdwnwupiw yyuwnnithwb, npnknhg wthpwdbown k pnpk) hbnbyjwy punungphsutpp.

ARX CoSign Client
Microsoft Office
ARX OmniSign Printer (quutjujh k)

—= ‘ ARX CoSign Chent Installation - Version 4.4.2
& ARX CoSign Client mnmwn 442 -

e,

Docurmnentatio S t | Contact Us

?/), S O/ } | =
ome. CéS/g%m ome Col Jla s

Documentation | Support | Contact Us

R
[/] ARX CoSign Client v’ ARX CoSign Client

ARX CoSign Admin X [vlarx cosign Admin
Select applications for CoSign support: Select applications for CoSign support:
Microsoft Office (Word, Excel, InfoPath) v [VIMicrosoft Office fWord, Excel, InfoPath)
§ v~ [V ARX OmniSign Printer

@A

et Install Nawe |

[ mswinow | |

Pununnpsubpp mknunpknt hwdwp hwplwynp £ winbuk) ARX CoSign Admin-p, pwth np dpugph wyu thwpkpen sh
wupniiwlnud Spugph wnuhthunpunhy Yndynukunp: Ctnpduws dniu puqunphsubpp oyt juynywn gnyyh “v”
wpwny:

& ARX CoSign Client Installation - Version 4.4.2

ARX Cosign Admin Client.msi: The system cannot find
the file specified.
NOTE: You must manually restart the computer to
complete the installation.
y Use the 'Copy' botton to copy these messages to the
Clipboard
[ ! - x
-
www.arx.com

Install Now ] Exit

Ihplnud ubpjuyugdus yuwnnthwinwd ubndl] OK jngwljl nt hbnbit] hEnwqu puy kpht:



Bpb nkquppuwi dudwiwl inhp Eupwewinid ARX OmniSign Printer-h htn (nku’ tljup )

-
& ARX CoSign Client Installation - Version 4.4.2 I A‘

Docurme ntation 1 upporf] Contact Us

Setup Results - ARX CoSign Client

! P

I ARX OmniSign Printer.msi: Cannot install OmniSign
printer driver. (Error code -32) Fatal error during =

installation.

m

NOTE: You must manually restart the computer to
complete the installation.

Use the 'Copy’ botton to copy these messages to the
Clipboard

wwu Cosign dpwqnpp nmwpphpulp hwdwnbknbih sk QbEp oybpughnt hwdwlwpgh (Windows 7) htiin: Ywipnn bp
wuwnbul] wju hwnnppugpnipniup, uknut] OK b wwpwnb] spuqph nbnunpnudp Exit Yndwlh dhongny: ARX
OmniSign Priner-h b Printer-h mbnunpdwt wyjptnpuiipuhtt mwuppipulh dwuht tuygl) Yhn 6.8 - bus £ ARX
OmniSign printer-p b htiynt skl jupnnuiinid wkinunpby wyt:

ARX OmniSign Printer-h ny hwonn mbknunpnidp junspunnun sh hwighuwinid EjEjupntughtt unnpugpnipju
Spuwgnh hwdwn: Inip Jupnn bp unnpugply word, excel, ,pdf uyitip b niqupll) uvnnpugpdus EjEjunpnuught
hwydbunynipniukp: Uy dnpdwnh duy bp uvnnpugplint hwdwp dwbtpudwuob buygby hwn 6.8-n:

4. CoSign épwqnh Ynuuphgnipughwi

Opwghpp wbknuygpbinig htinn pugl) LiEjupntughtt vnnpugpnipjub dpughpp Start — Programs — ARX CoSign —

>CoSign Control Panel (intu" uljupp):

c
-
=
(1

o

=

o
e =
o
>

d

3

)
°
=

Programs @ Accessories Y

@ ARX CoSign s CoSign Control Panel
» @) Microsoft Office > ﬂ Uninstall CoSign Components
.L@ WIinSCP »

B8 Adobe Reader 9
» S\ Adobe ImageReady C52

% Adobe Photoshop €52

) Adobe

/& Adobe Bridge

|7 Adobe Help Center

Run...

Log OFff ¥ahagn Mkhitaryan. ..
Turn OFf Computer...

< Inbox for,..



Onwghpp unpdw) wpjuwwnnud | 6 yuwnkpulyh (icons) nkypnid (nku' ujupp):

3 wuwnljkpwlh wqupwquynid Spugph juwp ukptph hbn sh hwunwnyy:

Uju putnph hhutwub wuwngwnibpb ki

1. Punbputin juuyh puguljuynipmiip,
2. 443 SSL ynpinp wthwuwtkjhnipjniup, proxy server-h wnjuynipjniup:
Uwipudwultph hwdwp nku' 6.1, Munlkpwlikph puguljumnipnii CoSign Control Panel-nid




4.1. ARX CoSign Control Panel-h wjuwnljtpuyjubph puguinpnipiniip

ARX CoSign Control Panel-p twjuwntudws k Ejkjunpntughtt unnpugpnipjut twptujuwt yupudtnpbpp ptnptng,
Jupquynpbint, uvnnpugpnipjut gpubhljuluis nkupp b qupntwpwep hofubnt hwdwp:

Client Configuration wwwnljtpwljh ogunipjudp Jupquynpynid ku dSpugph wwpwdbnptpp: Unwdb dwbipudwul, nbu®
4.2. CoSign épwignh wwpwdbwnpbph jupgquynpnidp:

" CoSign Control Panel

User Designer Admin Tools Help

7 Graphical Change User
A Signatures it Password
OmniSign Settings Logoff
7 -0
4

Designer

User -

Design InfoPath

r T lat
aa}l emplates

Graphical Signatures wwwnljtpwlp twjpwntugws £ unnpugpnipjut gpudhljuljus nkupp thopubint hwdwp:

' CoSign Control Panel

User Designer Admin Tools Help

User

Client
& Configuration

Graphical
Signatures

Change User
5+ Password

Designer

Design InfoPath

@ Templates

Uunpugpnipjut gpudhljuljut qunlbip wbjugubnt hwdwp twhwybu whnp L unbnst] vnnpugpnipjut tupp,
wuww ubknub] Login, wjunithbnl, Load Picture Yndwlp b pwuguwsd wwwnthwihg punpk] wyic Unnpugpoipjub
gpubhjuljut yuwnltp wvnwbwnt wy htwpwynp wwppbkpuy £ ubndb; Capture Signature Yndwlp b uwwninpuqply
Uluhyh ogunipjudp: Sku” uwpp:



ARX graphical signaturesv\fi‘egvgff

7 & '
COS/QQN = ¥ i Name :

User information Image g

User name :

‘ Logout ‘ (E Login... i)

Signatures

Name :

= ‘

Image:

[Elne-lime Signa!uls...] ‘ Delete New... ‘

r
J |
[Update Acrobat| | Edt. |

) CoSign

My Graphical Signature 1

NO PICTURE

Select Color.., ’ [ Capture Signature... ] [Lpad F_’icture...]

[ 0K ][ Cancel ]

= ==y

Change User Password yuwnljkpulp hwpwnbugws E qununtwpwnh thinthnpdwb hwdwp:

Ujuntn dntnpugpynid E oqurnuugnpédnnp wuntbip, hht qununbwpwnp b Ypjuuyh waqud® tnp qununbwpunp:

10

10



Adminis|

User's password

Jzer Mame: | n_asatryan0334 |
Old Pazsword: | T |
Mew Pazsword: | senses |
Corfirmn New Password: | senens |

Chahge password

nt

Claze

55

Qunutwpwnh fhown thnthnpunipjut ghypnid jhwpnugh hbnlyju) yunnithwip.

User Degsss

=
i)
]
i
l

0Id Paz

Caonfirm

B 50

Adminis

CoSign Control Panel

Change password

|Jzer's pazsword

dzer Mame: |n_asatryan|]384 |

Mew Pazswaord:

/
digital signatures made simple

sword; | |

CoSign Control Panel

-
\ ]_) Password changed successfuly kword ]

MHew

Close

el

on
|nt

‘Unp qununbwpwunh hwunwwnnidhg hknn hhtt qununtwpwnt wylu sh gnpénid:
OmniSign Settings wuwnkpulp twpwnbugws kE Omnisign Spuqph wuwpwdbnpbpp imbnunpbint hwdwnp:

11
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. DmniSign {}

Signature Settings | Advanced || About DmniSign|

Digital zignature appearance |

Show signature field
] Display caption [labels)

Graphical signature

Date & time:

Signer's name

D Reazon | e |

[ Additional text | |

R

|Digital zignature pozt action |

[] Open signed document [ Print document
[] Email sighed docurmert
@ Leave OmmSign open

| Signature size & position |

Page: Hurnber:
o
o]

ko Wwidth: |1
" Height: |1

= Zoome | Fitwidth % | Page

' F!estore defaults Signaturg Diigital 0k Cancel
type:

> Digital Signature appearance pudunid plinnpk] uinnpugpnipjut’ bp twjuptinnpus nkupp:

> Digital signature post action pudunid punpk] uninpugpnipiniuhg htnin Spugqph hinmwgu gnpdpupwgp: Lok Leave
OmniSign open pununphsp, npp pniy] juiw thwunwpninep unnpugpnipniihg hbnn ywwhwwil] pug
Jhdwlynid:

> Signature Size and Position pudunud punpl] vnnpugpnipju twppbwlwb nhppp b swthp:

4.2. CoSign épugph wuwpudtwupbkph jupguynpnudp

Bpt npuk wuwndwnny spuqph yupwdbnpbpp pwjundt) B, junwpynud Bu hbnlyw) gnpénnnipiniubbpp.
Opwgpp jurwjupdwi Juhwbwlhg pinpk) «Client configuration» wwwnltpp,

& CoSign Control Panel 4_

User Designer Tools Help

|| User

Client
Configuration @

: OmniSign Settings
| S
=4
P

File Uklynihg puwnpk] Import configuration file tupwdbiynii:

12
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[ = - 5
i ign configuration utility - Local Computer Configuration =
:ﬁ CoSign configurati ility - Local C Configurati L=l (=3

CA Help

Export to configuration file : S I

- —— contains parameters related to connectivity and authentication
Import configuration file n client is the basic CoSign component, therefore all CoSign-
affected by the client's settings.

Apply ( Save to Registry ) Ctrl+S

Load ( From Registry ) Ctrl+0 omposed of the following groups:
Exit oup you can manually define the addresses of the
d their authentication mechanism.

Login dialog - in this group you can set all the parameters relating to the
login dialog for the environments in which such a dialog pops up.

Timeouts - in this group you can set the various timeouts relating to
communication between the CoSign client and the CoSign appliance.

Miscellaneous - in this group you can set logging parameters.

g

Pugynud E yyuwwnnthwb, npnkn cd-> CoSign pnpuwwtwljhg whwnp k ptnpky settings.reg duay n:

Import configuration file

Look in: | @ CoSign [E:) v 2@
AT

Cosigni_lient

tings

&l

My Fecent
Documents

s

Desktop

\&

by Documents

©

My Computer

Q File name: |settings b | I Open l
[ Cancel l

tdy Metwiark Files of twpe: | req files (" req) w |

—
CunpJuws wupudbnpbpp wwhwywibint btywwnwyny File Ukiynithg puwpl] Apply Gupwdbiynit jud ubnuby ctrl+S
Ynduljukpp:

13



CA Help

& CoSign configuration utility - Local Computer Configuration

Export to configuration file

Import configuration file n client is the basic CoSign component, therefore all CoSign-
affected by the client's settings.
<Apply ( Save to Registry ) Ctrl+S
Load ( From Registry ) Ctrl+0 omposed of the following groups:
Exit oup you can manually define the addresses of the

contains parameters related to connectivity and authentication

d their authentication mechanism.

Login dialog - in this group you can set all the parameters relating to the
login dialog for the environments in which such a dialog pops up.

Timeouts - in this group you can set the various timeouts relating to
communication between the CoSign client and the CoSign appliance.

Miscellaneous - in this aroup you can set logging parameters.

File ICA Help

< Install CoSign CA Certificate 1
—

Downtoan

Download CoSign CA CRL...

T et e LT T L

aains parameters related to connectivity and authentication
lient iz the basic CoSigh compaonent, therefore all CoSign-
ected by the chent's sethings.

Sdmir

CaSign appliances and §

CoSian

Uju pwyjtiph tnphpy Ylupquudnpbb pwjuinws gupudtnptpp b spugph wpjuwinwtipn sh ungptinnungh:

14

Client canfiquration iz compozed of the fallowing groups:

Applances - in this group pou can manually define the addresses of the

heir authentication mechanizm,

Login dialog - in thiz group you can zet all the parameters relating to the
login dialog for the environments in which such a dialog pops up.

Tirneauts - in thiz group pou can et the various timeouts relating ta
communication between the CoSign client and the CoSign appliance.

Mizcellaneous - in this group vou can zet logging parameters.

14
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4.3. CoSign épwugph Ynudphgqnipughwgh ny wjnndwwn mtnunpnidp

Cunn wuhpwdbownnipjul, oquuwugnpénnp Ywpnn E Jhpuhnjubl) Cosign dpwgph’ wyuindwwn Yhpwyny ppws
wupwubwnpbpp:

Cuwnpky Cosign Control Panel -> Client Configuration -> Client -> Appliances, npp htwpwynpnipjnit juiw jupqudnpty
Spwugph hwwnnil] wwpwdbwnpbpp:

= = B
‘, CoSign configuration utility - Local Computer Configuration lﬂ‘;‘g
File CA Help
=g Client [
T Z_ _len 5 ) Not Configured
‘&8 Appliances By
. #=Login-dialog () Use Defaults
Timeouts @ Set Appliance Parameters
1 ~-3= Miscellaneous
Ry . —
& (.3 Sn?naluve API 4 "] Enable automatic ssl proxy detection (use SSL proxy server if provided)
%3 Microsoft Office
@ G S5 prows addvess
E-C% Admin Port :
Prompt for logon method @ [Auto v]
Prompt for sign method : [Auto vJ
Directory type : [Aulo ']
Preferred server :
Appliance list : ca.gov.am

[ Edt.. | [ add.. | [ Bemove |

200

Ujunntin puwnply Set Appliaence Parameters nwpphpulp:

L

— B
&, CoSign configuration utility - Local Computer Configuration E‘;Ig
File CA Help
=& Client = )
s bpliances () Not Configured
© 3= Login dialog () Use Defaults
3= Timeouts 8 Set Appliance Parameters
i 28 Miscellaneous
5.0 o oy
24 gf Sngnalure AP _ [”] Enable automatic ssl prosy detection (use SSL proxy server if provided)
#-+3 Microsoft Office
- OmniSign SSL proxy's address :
- Admin Port :
Prompt for logon method : [Auto ']
Prompt for sign method : [Aulo v ]
Directory type : [Auto 5.4 ]
Preferred server :
Appliance list : ca.gov.am
||
Edt.. | [ add. | [ Remove

Proxy server oqunuugnpdbnt nliypnid wljinnhyjwgut| Enable automatic ssl proxy detection wywpwdbwnpp: Fug panut) SSL
proxy's address it port nuownkpp, pwuth np dpwghpp, npybu windows-h pununnhy, oguuugnpdnid L Internet Explorer-h
wupwdbwnpbpp: Proxy server-h nhypnid withpudtown E wuyuhnyty 443 SSL wyynpinp hwuwtikjhnipjnip:

15
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-
&, CoSign configuration utility - Local Computer Configuration *

File CA Help

I~ Client
E
Login dialog
Timeouts
L8z Miscellaneous
1-“& Signature API
Time stamp
8= Graphical Images
32 Miscellaneous
1-+:2 Microsoft Office
Appearance
- Settings
= Reasons
Excel-specific
i Word-specific
32 Miscellaneous
- OmniSign

o

() Not Configured
() Use Defaults

@ Set Appliance Parameters

T e o

\WW detection [use S5L

SSL proxy's address :
Port :

proxy server if provided

Select ...

Prompt for logon method : [Auto

Prompt for sigh method : [Auto

Directory type : [Auto

Preferred server :

= N T

wonpn 3 wupwdlnpk Euypmd®

-
.‘, CoSign configuration utility - Local Computer Configuration *

File CA Help

& Client
Login dialog
f Timeouts
8= Miscellaneous
1-“& Signature AP
-~3= Time stamp
3= Graphical Images
32 Miscellaneous
Microsoft Office
Appearance
Settings
3= Reasons
Excel-specific
= Word-specific
‘.82 Miscellaneous
- OmniSign
1% Admin

() Not Configured
() Use Defaults

@ Set Appliance Parameters

[] Enable automatic ssl proxy detection (use SSL prosy server if provided)

SSL proxy's address :
Port :

Select ...

ampt for logon method : [Auto

Prompt for sign method : [Auto

irectory type : [Auto
Preferred server :

— e e Select ...
Appliance list : ca.gov.am
| Edt.. || add.. || Bemove |

Promt for Login method- Uju nuownnid Untnpugpynid £ Ej-unnpugpnipjut hwdwlupg dninp gnpstnt tnuwtwlp:
Cuwnpkp «Directory Independent Promt» uu «Auto» tnwupphpuljutipp:

Promt for sign method — Uplhti piinpky «Directory Independent Promt» fuu «Auto» mmwupphpwljp: Ujuntn toynid k, ph hisy
wyupphpujwinipjudp hwdwljupgp qupuntwpwr hupguh uinnpugpnnhg:

Directory type — Uju nuowp twhwwnbujwsd b hwdwlwpg dnwnp gnpstnt tnuwbwlh hwdwp: Cuwnpl] «Directory
Independent Promt» juud «Auto» tnwuppbpulyp:

dbpp tpdws 3 nuonbpmd «Auto» wnwppbkpulubpp punphmt uwpuqunud, qunubwpunp dninpugpymd £ dby
wlquud, hulj «Directory Independent Promt» mmwupptpwljh phwypnid withpwdbow Y htth unnpugpbkint ywwhhb bu Yplhuwlhh
hwunwnt] qununtwpwnp:

16



Preferred server — Uju nupwnnid nghis suntnpugnty dpwgph unpudw) wpumnwiiptt wywhnybnt hwdwp:

-
‘, CoSign configuration utility - Local Computer Configuration *

File CA Help

- Client
g
Login dialog
3= Timeouts
L3z Miscellaneous
J-S Z Signature AP|
3z Time stamp
Graphical Images
Miscellaneous
) E‘} Microsoft Office
3= Appearance
32 Settings
Reasons
Excel-specific
Word-specific
''''' 3= Miscellaneous
- OmniSign
- Admin

Appliance list-nid wykjugul] ca.goviam hwugkhtt wybkjugul) uwlb cal.gov.am hwughkl,

() Not Configured
() Use Defaults

@ Set Appliance Parameters

[] Enable automatic ss| prosy detection [use SSL proxy server if provided)

SSL proxy's address :
Port :

Prompt for logon method : [Auto v]

Prompt for sign method : [Auto v]

Directory type : [Auto v]
@ [ Select.. | —
Appliance list : ca.gov.am ‘

| Edt.. | [ add. || Bemove |

17

npp Ygnpsdh npwybu

wypunpwipwjht vhong b juwwhnyh wpjuwwnwiph wbpwthwinipniip ca.gov.aam ubkpytph hbn wpwowgwsd

utnhplkph nhypnud:

Prompt for logon method :
Prompt for sign method :
Directory type :

Preferred server :

Appliance list :

17

A I st r & Y
[ = ] CoSign Appliance ﬂ
[Auto ']

[Auto '] () CoSign Appliance IP

'

ca.gov.am

@ CoSign Appliance DNS name

.
= V)

Ed.. Mdd‘..ﬁ}f Remove |

cal.gov.am

0K

] [ Cancel




Prompt for logon method :
Prompt for sign method :
Directory type :

Preferred server :

Appliance list

[Auto v ]
[Auto - ]
’Auto v ]
cal.gov.am
Ca.gov.am

[ Edit.. | [ Add.

J [ Remove ]
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Ujunithbkwnl ptinpty Cosign Control Panel -> Client Configuration ->Client -> Login Dialog wywnnthwn: Uju pudunid upynid

kl ogunynnh wijuity, quynbwpwnh dntnpugpdu b nppuitg unniquut yuppipuljwiimpjut yuydwibpp: Lok «Use

Defaults» wnwupplipuljp:

-
&, CoSign configuration utility - Local Computer Configuration *

File CA Help
=& Client
-3= Appliances
----- o>
-3~ Timeouts
‘8 Miscellaneous

& Signature AP|
@53 Microsoft Dffice
[

[

- OmniSign

'I} Admin

) Not Configured

") Set Login dialog parameters
Werify user name in prompt for sign
Force upper case user name
Close dialog when inactive for |20
@) Permit login dialog pop-up except for desigt
Deny login dialog pop-up except for design

-
&, CoSign configuration utility - Local Computer Configuration *

File CA Help

= x Cllent

- Appliances
Login dialog
Timeouts

"3 Miscellaneous
- Z Signature AP
T 1" Microsoft Office

Q OmniSign
- % Admin

() Nat Configured

() Set Login dialog parameters
Verify user name in prompt for sign
Force upper case user name
Close dialog when inactive for |20
(@) Permit login dialog pop-up except for desig
Deny login dialog pop-up except for desigr

Nnputu hwenpnwljwt puy) puwnpky Cosign Control Panel -> Client Configuration ->Client -> Timeouts: Uju dwunid oqunynnit

hiipp Yupnn t Gk gpuspbpp’ juhu]uws hp hwunwnnipyul juyh Jh&whhg: Unwehtt htipphi gk «Set time out
parameters» inn it nt wljnhjugud nuonbkpnid jpugut) hknlyuw) wpdbpubpn.

- —
&, CoSign configuration utility - Local Computer Configuration * 8

(R Timeouts |
I y—Miscolencts

1% Signature API
7-£13 Microsoft Dffice
/- OmniSign

- % Admin

]Al +1.--[F]
i

File CA Help
=& Client ]
3= Appliances () Not Configured
T () Use Defaults

@ Set timeout parameters

Configuration reload interval :
Communication timeout :
Connection timeout :

Credential lifetime

0
0
86400

Configuration reload interval - ok 60: Ujyn nuownp uwhdwind b, pk puth quypljut htwnn Yihpurndtt junwpgus

thnthnjunipniubpn:

Communication timeout - tipk] 30: Uju nuipwnp uwhdwinid k, pk putth quypljut whwnp k dpughpp uyuuh jEinpniwljut
ukpybtph htn juyh hwunwndwip:

18
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Connection timeout - ok 30: Uju nupwnp uwhdwinwd k, ph jpipwpwignip hupgdw wwinwupiwip pwth Juypljut

Ywpnn E nlbg:

Credential Lifetime- upk; 86400 (4pl) Ywd nplk wy wwjuptnpwsd phy: Uju nquownp vwhdwimd k, ph hly
wuppkpuwinipjudp hwdwljupgp hupguh qunubtwpwnp (86400 Juypljuun juquniud k 24 dwd Jud opp Ukl whqud):
Connection Failure Block Time - uphj 300: Uy guowunp uwhdwinud b, ph npput dudwbwl hwdwlupgp juukgup
unnpugpnipjul npudwunpnudp, bplk wpdwbwgpdl)  juyh puhwind jud Jh puth wiqud vow) qunpuntwpun b
Untnpugpyly: Tugunwignipjut juintttphg Gukn]" wowewnplynud k ok tuqugniyup 300 Juypljjui:

SSCD timeout - ot 30:

‘, CoSign configuration utility - Local Computer Configuration *

{ | I —

Eile CA Help

=~ Client

32 Appliances
Login dialog
Timeouts
Miscellaneous
- Signature AP
-£9 Microsoft Dffice
- OmniSign

- % Admin

() Not Configured
() Use Defaults

_/’f—x
ﬂ?- Set timeout parameters b

Configuration reload interval :
Communication timeout :

Connection timeout :
Credential lifetime :
Connect failure block time :

SSCD timeout :

«Microsoft office» pudhtp b Lupwpwdhubpp

60

30

30
86400
300
30

> 4> 4 4 4

>

«‘, CoSign configuration utility - Local Computer Configuration *

File CA Help

=-a& Client

3= Appliances
-..2= Login dialog

-~ Timeouts

= Miscellaneous
#-“3 Signatue APL

rﬁi’t:], Microsoft Office i

@-

G- Admin

«Microsoft office» pwdhup uwhdwiunid k

The Microsoft Office configuration enables you to set the default behavior of the
signing operation in Word, Excel, and InfoPath. This includes the signature
appearance, the signing method, which data will be signed, and the list of available

reasons for signing and logging.

The Microsoft Office configuration is composed of the following groups:

Appearance - in this group you can configure the default appearance of a

signed signature field.

Settings - in this group you can set parameters relating to the signing

unnpuqpnipjull wbupp «MS Office» thwphkph Spwgptpnud: Ubkpplnid

ubphuyugdus ujupnid wunkpdus ki wyu tupwpwdh twhuptnpbh gpduspubpp:

19



- ———_—_— - a g
&, CoSign configuration utility - Local Computer Configuration * S s &@Eg

File CA Help

-4 Client

----- 3= Appliances
----- 3= Login dialog

----- 3= Timeouts

---- 3= Miscellaneous
-“& Signature API

3 Microsoft Office
----- [ =fl Appearance
----- 3= Settings

----- 3= Reasons

---- 3= Excel-specific
----- 3= Word-specific
~~~~~ 3= Miscellaneous
- OmniSign

EEI---} Admin

-

o-E
NS

r ) CoSign

) Not configured

() Use defaults

@ Set appearance parameters
Display validation mark [ ] :
Display invalidation mark [ X ] :

On screen In print
On screen In print

= Display unknown status mark [ ? ] : On screen Ih print
[ Display GMT offset
Time format : [h:mm tt v]
Date format : [MMM d yuyy v]
Width (piels) 200 =
Height [pixels] : 100 |
Appearance style : Fized font size ']

[ Display date and time caption
[ Display reason caption

[ Display signed by caption
Available fields :

Signed By
Date and Time
Reason

Show these fields in this order :

Graphical Image

[Movegown] [ Move Up ]

20

Settings Lupwpwdunid tpynid kb unnpugpnipnibiiph wjunndwwn Juybpugdwt b hwdwwnbnbjhnipjut yquwjdwbbpp:

20

‘3 CoSign configuration utility - Local Commter _Conﬁguraﬁon’“ - L=l
File CA Help
-4 Client = .
| 5% Signature 4P () Not configured
=-£12 Microsoft Office () Use defaults
@ Set signature parameters
I 3= Reasons Create Word compatible signatures
Excel-specific
Word-specific
i Q 3= Miscellaneous Enable automatic verification
-4 OmniSign : : S 3
E3~~~3 Adod: [ Display Signature setting dialog for Office 2007 , |
Instructions to Office 2007 signer:  Before signing this document, verify ~ »
that the content you are signing is
correct. -
Hash method : [SHM ,]
Signature can be cleared by : [Signer only '] 1
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Excel-specific U Word-specific puudhuubpp JbEpwpbpnid Et MS Word b Excel spuigpbipnud uinnpugpnipniuibph hwdwp

twpwntudws hwndwsht: Ljwputpnid wunkpjus Eu wyu tupwpwduh twhiptnpbh gpdusputpp.

‘, CoSign configuration utility - Local Computer Configuration * Sl M
File CA Help
-4 Client )
@,,FZ Signature AP ) Not configured
=53 Microsoft Dffice () Use defaults
3= Appearance @ Set Excel-specific parameters
-~ Settings
= Reasons [V] Cell value
B Lol speciichy
~3= Word-specific Cell formula
I i-3= Miscellaneous 7] Cel 3
v properties
- OmniSign .
"% Admin Scope: [Workbook v]

File CA Help

#-4& Client _ |
cx Signature API ) Mot configured |
=55 Microsoft Dffice (0 Use defaults

= Appearance @ Set'wWord-specific parameters

Settings
Reasons In addition to bext, zignature applies to location & zize of tables and objects
Excel-zpecific . ) .

— Field codes (fields of kext that are updated automatically such as Date and
Word-zpecific [ P 4

Header Footer information)

------ 3= Miscelaneous

EEI---@ OmniSign Faorm Figlds & Content Controls

E}":} Adrmin Scope [Dacument content v]
Entire File
Entire File - SharePoint Compatible

Dlocument content
Cantaining section

Cunpyus ywupudbnpbpp hwunwnbnt b ywhbnt hwdwp File dkynithg punpt) Apply tupudbiynit jud ubndly Ctrl+S
Ynduljutipp:

‘y CoSign configuration utility - Local Computer Cc
| File | CA Help

Export to configuration file

Import configuration file

@ve to Registry ) C@

Load ( From Registry ) Ctrl+0O

Exit

21
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5. EiEjunpntughtt uvininpugpmpjut jhpuemdp pdf hwunwpnptpmd

5.1. .pdf duytiph uinnpuqpnidp OmniSign - h Uhgngny:

Zudwlupgsnid Adobe Acrobat Professional dpwigph puguluynipjut nhwypnud, .pdf dupbpp Yupkh E unnpugply

OmniSign dpwgph vhongny: Uuhlhh we unbnung ok thwll dwyph ypu b pugyws Ukiynihg pnpky Sign with Omnisign
Eupwdbkiynii:

Open with Acrobat 9
Print

der 9
Sign with OmniSign

%y Combinesupported files in Acrobat...
ABBYY FineReader 9.0 4
Open with >
Share with »
Scan for threats...

Add to archive...

Add to "doc_eSign_usrmanual.rar”

Compress and email...

Compress to "doc_eSign_usrmanual.rar” and email

Restore previous versions

Send to >

Cut
Copy

Pugws wuunthwih dwj Ynnunid hwunwpnph Jpu fuhlng k) vnnpugpnipjut hwndwsdp, wyw we Ynnunid
ubknuby Sign Yndwlyp:

22



“+ OmniSign {C:\Documents and Settings\GoharV\Desktop\Contract_client_physical_person.pdf} BD

& Uy ottty

S
I R L

7 vt bkt

B

Signature Settings |Advanced || About DmniSign|

Diigital zignature appearance

Show sighature field
[ Dizplay caption [labels)

Graphical signature

[rate & time

Signer's name

] Reason | b |

[ Additional text | |

Drigital signature post action

[ Open signed document [ Print document
[ Email sigred document
[ Leave OmniSign apen

Signature size & pozition

Page: | specity Number Nurber: |5

e 406 “Width:  |180
A8 239 Height: |77

Signaure gy (—;Qn\ ) [ cese |

23

Uninpuignl] oqgunugnpénnp winitt nt qunuuwpwnp: Uthpudbynnipjut nhypnid qununbwpwnp Ypluk) JE/Ephne
wiuquu b hwunwpninpp yuwhuwik) (Save):

L I v

e B S

=
jeaesiqned fic
" » Favorites

& ] 49 | Search Favorites o]

Organize v

4 .7 Favorites I -} [S)esktop
hortcut
B Desktop %l 449 bytes

& Downloads

y Downloads
Shortcut
43 Libraries L4 }‘ 856 bytes

> 3 Documents
b ) Music

> [k Pictures

> B Videos

>

m

48 Computer
> &, Local Disk (C:) =

File name:  doc_eSign_usrmanual

=l
]
4

®

Save as type: | PDF Files (.pdf)

)

# Hide Folders

Restoe defls

Sionstue (oigtal __+) [_Sion | [ Ciose |

Save signed file as ;

E Ci\Documents and SettingsiaoharyDeskbopt Contract_client_physical_person,pdf already exists,
L3

Do wou want ko replace it?

v JI

i) ]

ghpnd  ubpiuyuguws wuwunnithwind  ubndly

tywunwlng b Ukl wiqud bu hwupl) qununbwpwnp:

23
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<. OmniSign {C:\Documents and Settings\GoharV\DesktopYContract_client_physical_person. pdf} E”EHX\

Signature Settings |Advan:ed | About Omniign |

Digital signature appearance
Show signature field
[ Display caption labels)

omnisign - CoSign Sign

Coflgn

digital signatures made simple

User name |n_asatryan0394 |

| |

User's password :

rint document

Page: | specify Mumber v Number: [1

* 353 Width: 203
A 9 Height: |27

|| < Zoom: Page 1

CQSJ"E?P’I 2 Restore defaults S\gn?;;:: Digital

Uunpwgpybkinig hbnn  hwunwpninpp hulynmd b Swilnipjub nbwypnid wjtt Jupbh B yguwhwywul] pug
Jh&wlnid " tpkiny Leave OmniSign open pununphsp’ Cosign Control Panel -> OmniSign Settings-> Signature Settings->Digital
signature post action-> Leave OmniSign open: Stu dwlupwdwul,'4.l. ARX CoSign Control Panel-h wunljkpuiljibph

Puguwnpnipiniic

5.2. .pdf duyjtph uinnpuqpniup Adobe Acrobat Professional dpuqnph thgngni
Adobe Acrobat spuqpmid EjEjinpntughtt uinnpugpnipiniip Yhpwnkih Ehtnlbyuy Yepy®

psoft Office Word 97 - 2003 Document. pdf - Adobe Acrobat Pro Extended

v Document Comments Forms Tools Advanced Window Help

hd ,@ Combine » @ Collaborate ~ ﬁ Secure ¥ L / Sign 'J Forms ~ E Multimedia ~ ‘9 Commenl

—W

@ Certify with Visible Signature

Certify without Yisible Signature

falidate All Signatures

Sign Ukiynihg punpky Place Signature hpwudwup b djuhlh oqunipjudp punpk] unnpugpnipjut mknunpdwb hwnduwsn:
Uok1" hisyhbu gnyg £ wpus ujupnud: .pdf dnpdunh guujugus file unnpugpbint hwdwp pugk) wja Adobe Acrobat
Spwgnny, npp htwpuynp | nupdunid file-h uinnpugpnudp:

Adobe Acrobat W

signature to appear. Once you finish dragging out the desired area, you will be

i ) Using your mouse, click and drag to draw the area where you would like the
taken to the next step of the signing process,

24
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Uluplh Ynipunpny tpk] uinnpugnpnipjut punwlniup/ninnuitlnit hwndwsp: Fugynid k Sign Document yyuwnnthwinp,
npukn sign As nupwnnid plnpl] wytt ogunwugnpdnnhl, ny twjuwwbu login £ tnk) CoSign dpwqnpnid, hulj Appearence
nuownnid ptnpl) twpuptinpus wnkupn:

Sign Document

ok Thwmuggws g ﬁ

Sign As:

Certificate Isauer: Staff of Govesnment of A Rook CAa

Appearance: | RS E R

Digitally signed by ==«

DM: o=56aff of Government of

A&, email=r_bro@mail.n, ﬁ
CTEm e aes & e EaEa
0 888 B Dote 20100005 10:04:39
+4'00
[JLock Document After Sigring @
s ) [ comel |

Unwohlt wtiqud unnpwugpbinig ykwp k pinpk] Appearance nuownh Create new appearance tupwukiynili, nphg htwun®
Import Graphic—> Import Graphic from File:

Sign Document @

Son As:

| C——— pp— —
Configure Signature Appearance

=

Title: I

Upatnce U praggwe v @ Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2009.07.01 15:10:58 +05'00"

Certificate Issuer: Staff of Government of RA Root CA

Configure Graphic

Show: (O No graphic Import Graphic from:

Configure Text

L B L B B L B
Show: [ Name [¥] Location [¥] Distinguished name [“lLoge
Date Reason Labels
Text Properties
[JLock Docusmant After Signing 0 Text Direction: (D aute  Olefttoright (O Right toleft
Digits: {0123456739 |~
[ S0 ] [ Cancel ]

Ujunthbwnli, Browse §ndwljh vhongny punpk) twjuptinpbih gpudhljuljui wunlpp b ubndl) OK:
Quunwpnph htn hbnwqu wyliwnwpt wpghjwthwltjnt hwdwp ok Lock Document after Signing checkbox-p:

25



ign Document

Sign As: |Ih“huﬁ Tl quigyuein

v ®

Certificate Issuer: Staff of Government of R4 Root CA

Appearance: l Created 2009.07.01@

Digitally signed by s+« «

DN: o=5taff of Government @
Of RA, CNi=r v sss sovnvones
Date: 2009.07.01 15:22:05
+05'00

Lock Document After Signing: @

[_son

] [ Cancel ]

26

Ulnybwnl, ubnub] Sign Yndwljp, thwunwpninpp yuhuywub) (Save) U User's password nupwnid uokjny oqunugnpsénnh
qunubwpwnp’ uknuk] OK:

'Sign Document

Sign As; | Upbui Tupguggui

v @

Certificate Issuer: Staff of Government of RA Root CA

I

1
l

AR LR

II
'I i

in
I

Appearance: [ Created 2009.0?.01|Z|

Dlgltally signed by sesen

DN: o=Staff of Government @
Of RA, CN=+vvss sevvvnnss
Date: 2009.07.01 15:22:05
+05'00

[¥]Lock Document After Signing: @

Cancel ]

acrobat - CoSign Sign

Cogign

digital signatures made simple

User name :

User's password :

l a_margaryani145

I

0K
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.pdf duynid vnnpugpnipnip Jupnn k Epluwg dh putth wuppipulng®

Signed by Sirarush Khachatrysn
Db & Torrss: Mar 24 2050 11:554M R R R L

Signed by:

Reason:
Date & Time: Mar 24 2010 12.04 pm ~ Mar 24 2010 12:11 PM

5.3 E|. Uninpugpnipjub fhpurnidp EjEjupnuughtt hwoybngnipniuttpnid

Ununp gnpskny EEjuipntwht hwpdbwnygnipnitubph hwdwljupg (Uninpwugpl] hwpljughtt dwpduh Ynndhg mpdus
ogunynnh wlnibip, Adkptwpymput 2922-t U qupubwpwnp) wnwehtt hbpphtt whwp b winpunwnbug
Zuoybudmpniuiiph  dukp pwduhl, U puupl] hwrdbndnipyuit hwdwywunwupwi dbp: Uyt jpugibtnig htunn
withpwdbown L gpuiigh] nt withnthb] «Lpugdws hwpdbwnynipniuubp» tupupwdunid:

Yhunwuplkup HEjunpnuuwght hwyyknnipjut unnpugpdwt Uk ophtiwly.

Utnut] «Lpugus hwpdbwnynipnituubp» pudhtp b djuhlh vjwpp yguht) hwoybkngnipjut ajuph Jpu.

Zmp|Eunjo gyl Al Untndufmls wdfumphs) Uwnnpumguuippmbhtp Sapbhplhtnp ZmbAhk) MY
Sablywip gripu qpous U (Yunl) wmsglws... 20-Ja=-2010 220231 - b2 O B ¢
TRTRZ-h R quupy 19-Tan-2010 213639 - : Froghy ke (el ¢

Zwpywnnipniip unnpugnplint hwdwp hwpudnp L uy iwppwy bu yuhwwikh] hwdwlwupgsnid:

File Download X s bR ppaibbip
Do you wart to open or save this file?
| q Mok, Fom 403 M 1 od! | Unmnpugpoyupymbhip Sapdhpbip ZmbAbl) MEY
L Type: Adobe Acrobat Document -
[ From: 9243141248 ’ - 22 RO B
| - 4
i e o) et — = 84
Open Seve Cancel
.. g | - 7 44
| | — g IR B
| Whie fies from the intemet can be useful, some fles can polentially - 2
v* harm your computer, F you do nat bust the source. do not open o \ - =8 BT R
save ths fle. YWhat 's e nek?
— 1= U RE
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Cuwnpk hwoybunynipniip wwhwywikint hwdwywnwuppwb pnpuywbwlp.

6 HepComsole 208 932 . | Gmad - Inbox () - vahaga |

B~ 0 - @ irPge BToose”

>

2qtwjoipguibiitph

Opttiphtp |

Lopoupgmtilp

Zwvwnupd Yuw |

Faveuite Links

[E Documents
B Desitop

J 35 Recent Places

M Computer

B Pictures

B Music

More »

Folders
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Uluhyh wypupp wuht] hwdwlupghy pintdws thwl dwyph Jpw, ubindl) juhlh we vnbnup b pugdus yuunnthwimod

puwnnky «Sign with OmniSign» hpudwip:

Open with Adobe Reader 9
Open

Print

Sign with OmniSign

Scan with AVG Free

Open With

Share...
| 8 Addto archive...
$ Addto "Form_40_(25_01_10).rar"

$ Compress and email...

Zpudwbl punpkjnig hinn ywnnithwih dwp dwuntd gnigugpynid | hwpdbndnipyub jpugdws wuwnlbpp
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"% OmniSign (CAUsers\User

I - (oo Setno abvaneed b B

Digital signature appearance

s Show signature field
_—— Display caption (labels)

L PRI D A0 T NTH] STAT L LS WY1 DA 18T
HENT TEP LI AR RE

———

=T T

Graphical signature

Date & time

Signer's name

[ ] Reason -
Additional test I

m

Digital signature post action
[} Open signed document "] Print document
=| [ Email signed document

1 [ Leave OmniSign open

| 15
Jl

.
|

Signature size & position

s e X 0 Width: 1
I - | (. Height 1
[k ] [< >']>I\Zoom:ml’a901

., - :
| Coslgr ‘ ST (N

Ukippth dwjpu wilmiinid ubndbp «Sign» Yndwlp, wyjunihbnb, wbng «Yes» Yndwlp, twhwwybu wuwhwywidws
hwodbunynipjut duyh hnjuwpktt hwunwink] hwydbuynipjut uinnpugpyus wwppkpulyp:
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S orm 46 (25 01 10)
Save a5 type: | PDF Files (.pdf)

Confirm Save As
|

l5 Form_46_(25_01_10).pdf already exsts.
= Do you want to replace it?

o

Signature size & position

Poe |
® 0 Wigh: 1
Y. o Height 1

|| Zoom: FRW v | Page 1 [

(Fesow ] o) (o] (o)

Zwpybwnnipniip unnpugnplinig hknn puigl) wytt b vnnigl) gpJws uvnnpugqpnipiniup: Sku” aupp:

@ Form_46_(25_01_10).pdf - Adobe Reader

File Edit View Document Tools Window Help

= & @ & 11 @® 105% - || E

[ | At least one signature has problems. Please fill out the following form. You can
!, Please print your completed form if you would like a copy for your records.

Validate All
D‘-" Rev. 2: SngnedbySamvel Handkaryan
& == Unsigned Signature Fields

Uwnpwugpnipniup hadwpynud £ quytp b pintgnud £ huplughtt hwdwlwpg, inyuhul, Epk btpw ypu hwjnuynid Eu
€t 2 2/

Juykpwipwbibtpp: Uju dwuht wowyl) dwbpudwut® 6.11. Bjkljpnpnuwht winnpuqpni pywt inkupp
pdf q;mu nud: 5. 3 1. Unnpugpus hwpybndnipjut hbwn pintimudp hwdwlwipg:
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Zwoytunnipju ghiwg' «3npshpubp» yntuwlnid, ubnudby 4| yndwlyp, wyunithtnl, pugdus yunnthwinid® «Browse»
yndwlp b pnpt] wpgkt uinnpugpdusé nt wuwhwywudws hwpyknynipmiup:

- X

v | ¢ | x | AsicSearch o

£  Gmail - FW: - vahagn.mkh... @ HelpConsole 2008 5P34 & Choose file I - S5
ST { - 1
(_J\_) M Desktop » v [&, [ search o)
njbmimpymtbitnh . (N o
Onpktuputn
pmgmud
Favorite Link Name Size Type Date modified 2
(e U Fiie
| | Documents ‘_]—’d 3.97 GE
| Bl Desktop ; Form_46_(25_01_10)
Uhomyjwmpn hmodtugoe pymbhin d = Adobe Acrobat Document
& Recent Places B &

8 Computer 5 :

@ = Hashvetvuty oo
E Pictures M D Snedied 3
oy pyot Als Um(_m')} { p Music 45,0 KB

—

1 aiws U Uwmnpmgpjus PDF* $wyjh potoul | & Recently Changed % ool e
YLl E’ Searches

Utuitp Browse' Yniwlp phupo bwdwp $ugp: ) Public HelpConwlc 2008
U anpyumd U | s
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5.4. EiEjupnuught vinnpugpnipju hpunnidp MS Office Spugpuyghtt hwpbpnid:

Thunwplkup EiEjnpnuughtt unnpugpnipjut jhpuonudp MS Office Spuqpuyht thwpkpnid:

MS Office 2003
Uju dpwgpuyhtt thwpkph pninp pununphsubpnid unnpugpnipnitp ppynud £ inyt Enwbwlnyg: thunwpybup juyg
Yhpwnnipinit niikgnny MS Word 2003 spughpp:

ARX Cosign Client dSpugph mbnunnpnidhg htiinn MS Word spwugpnid hujintgnid | «Sign with Cosign» Yndwlyp:

T test - Microsoft Word
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e Certificate I
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MS Office 2007

MS Office 2007 spwgpnid EEunpntughtt unnpugpnipnit jhpuntint hwdwp wihpwdbon E Word-h thwunwpninpen
wuwhwyuwuky (Save) Word 97-2003 $npdwwnny: Gph 2007 dnpiwnny yuhdws hwunwpninpp pugynid k MS Office 2003
Spugnny, wyw thwunwpnph dbphiwjuljuwt jurnigquspp thnthnuynid £ b uinnpugpnipniip puntund E wbduybp:
Save as ywwnthwuhg puwnpk] Word 97-2003 $npuwnp, htsybu gnyg k npdws ajupnid:

7~ E-E -

yiew View Developer Add-Ins Acrobat @

Save a copy of the document o r . =
New i j = @+ =2
N Word Document L ] ] E E]
~ -| Save the file as a Word Document. Insert " || Mark Mark :
/ Open Caption 5| Entry Citation
=1 Word Template Captions Index Table of Authorit... |
| I Save — | Save the document as a template that can R I T G é
- ure documents. | S e e e U
] @ S Word 97-2003 Document rapwrp huknubp€ok» hndwlp: Uh pwih-
Saveds | b | ‘ | Save a copy of the document that is fully ‘
\ compatible with Word 97-2003.
@ Eent: ¥ Adobe PDF
1 ~
iy Prepare » W OpenDocument Text
= g | Save the document in the Open Document
Format. Lunkubk e L
@ Send ‘s PDF or XPS
& Publish a copy of the document as a PDF or
e XPS file.
E ,/ Publish »
| =] - Qther Formats nMode, Uklynt ik hlan-
Open the Save As dialog box to select from 3 mbwlpupdugtind, aphghian
N i tose all possible file types. Babhdkpunnpmopmpmibp - Uinngpmpjuh:
[;] Word Options ] [X Exit Word ]
™| — -
i B prphuEpmlmbn prabilEg huningEpuk plhwhpwbwbaguplfpannpuagpnpmbypuadlthihag:
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uwnnpugphy b papty Add-Ins -> Sign with Cosign hpwdwp:

Home Insert CoSign Page Layout References Review View Add-Ins

[E sign with Cosign|

Mailings Developer

| CoSign ~

Menu Commands Custom Toolbars ‘

Pugdusd yuwnniunid dntnpuqnti oqunynnh wintiip b qununbwpwnp b ubndt) OK
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digital signatures made simple
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User's password :
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Nov 12 2013 12:25
EUELa phunwghl wwppbpul d% EUELS phutwhlu pbipwly

Uwnpugpnipjul nhppp b swthbpp thnthnpubnt hwdwp wihpwdbown b wljnpgugt) Add-ins -> CoSign->Design Mode

hpwdwiip:

Mupunpnipnii. Gpt unnpugpnipjut nknp jud swihp whpwdbow b thnthnjul), wyw wihpudbyn b unnpuqpyng
thwuthwpnpnid punpk) Add-ins -> CoSign-> Add Signature Field, wyunithtwnl ubnuby Design Mode hpwdwtp, Juwnwpt
withpwdton nknwthnpnipmniup b swhubph hnthnpunidp, wywwlnhyugub) Design Mode hpwdwtp b uknut) Add-ins -
> CoSign-> Sign:

|KE-E?:3 \\'I H L ‘j ¥
o= |

: Home Insert Page Layout Re
Cosign = [EF sign with CoSign
B sign
. Add signature Field
i % Design Mode
E Cé ERES Turn on or off design mode,
| Nalif
@( Clea W Press F1 for more help.
,}ﬁ Configure Signature Defaults
:?K Toolbar Settings
.| & | Help
| @ 2pout
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6. zwdwhiwlh wnpynn hupgtp

6.1. Pusm bl unnwimd Failed to select a certificate hunnpyuqpnipjniip

37

ca.govam ubkpytph htn juwyws piunhpubph pbupnid wihpwdbown L Cosign Control Panel ->Client Configuration->
Appliances-> Appliances list hwnywénid DNS hwughkhtt wkjugul) b withnthnpu wwhwywk) twb cal.gov.am mwpplpwlp:
dtpohtiu Ygnpsh npybu wypnpwipwyhtt Uheng b ca.gov.am ubkpybph wtuwppnipjut nhypnid wynndwn Jhpyny

Juuywhnyh wihwthwt wypwnwip:

Prompt for logon method : [Auto

Prompt for sign method : [Auto

'] CoSign Appliance
Directory type : [Auto X ]
(") CoSign Appli IP
Preferred server : o e
Appliance list : ca.gov.am |
@ CoSign Appliance DNS name
| cal.gov.am
[ Edt.. (| Add.. |){ Remove | s — e
Prompt for logon method : [Auto
Prompt for sign method : [Auto
Directory type : [ Auto
Preferred server :
Appliance list : cal.gov.am
ca.gov.am

| Edt.. || Add. || Remove |

2. Pbuym L tpumd tptp wyjuwnljipwy CoSign Control Panel-nid

ARX CoSign Control Panel-nid 3 wwwljkpuljh wnjuynipjut nkypnid, spugqph Juwp ca.gov.am b cal.gov.am hwughnid
quiynn CoSign Server -h htiin sh hwutnwwnyt): Uthpwdbown k uinnigh) hunbkptubnh wnluynipniup jud 443 SSL wnpunh
hwuwubhnipniup (proxy server-h uud Firewall-h nliypnid): Proxy server-h nhuypnud ytwnp E punpti) «Enable automatic ssl
detection» wupwukinpp Cosign Control Panel ->User->Client Configuration dwuntu:

3. buynt kunnpugpnn wiudh wiui tnjuwpti hwpungnud apwbubtp
Swppkpwl 1. Gpl unnpugpnipniit wpnwhwyngby | bpwtubph mbupny, wyw wihpwudbywn £ CoSign Control Panel -

>Client Configuretion->Microsoft Office-> Appearance-> Settings->Reasons->Excel-Specific->W ord-Specific>Miscellaneous

poinp kupwnuownbkpnid pnpt] Use defaults Yndwlyp:
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“& CoSign configuration utility - Local Computer Co

File CA Help

# & Client = :

&g Signature APl (O Not configured

=813 Microsoft Dffice @ Use defaults
bl ppearance () Set appearance parameters
3= Settings

3= Reasons
3= Excel-specific 8]
3= Word-specific
3= Miscellaneous
£3) @ OmniSign 3
LR Ak | Display GMT offset

Swppkpwl] 2. MS Word/Excel spwugptph dbyniutiph (Home, Insert b wy) owppnid CoSign Ukiynih pugwluynipjul
ntypnid wthpwdtown L pinnpk Insert -> Signature Line->Microsoft Office Signature Line.

’/@ H9-0 -+ i
g ' ; inaks
Home Insert CoSign A 7 | L& signature Lme»—] I O

L X . : ‘ Microsoft Office Signature Line...
i e ] @) Help At Drop -.
- b= &) About Cap Add Signature Services...
Sign Add Signature Text "
Field E N
CoSign Signatures (150160 ) QR

Pugynid E htnlbju) wunnthwp.

Signature Setup

Suggested signer (for example, John Doe):

1 |

Sugaested signer's title (for example, Manager):

| |

Suggested signer's e-mail address:

l |

Instructions to the signer:

Before signing this document, verify that the content you
are signing is correct.

[] Allow the signer to add comments in the Sign dialog
Show sign date in signature line

Il OK ] [ Cancel ]

Lpwugt] wuhpudbown nupwntpp, uknut] OK b unwtiw unnpugpnipjub hknbjw) mwuppbpulp.

¥ Mar 10 2008 4:55 P}

-~ %J

Administraior

4. Puynt E hwdwhwlyh huyngoud dniinpugpdui (login) wyunnnithwiip

SYjw; wwwnnthwip dudwbwuynpuwytu hinwgutint hwdwp Cosign Control Panel -nid wthpwdbton L Juwwply
htwnljw| thnthnjunipniup. pnpk) Cosign Control Panel -> Client Configuration -> Client ->Login Dialog->Set login dialog
parameters nuowip L UpkjDisable login dialog mwppbpwlp, wjunthtnb ubndk) File -> Apply(Save to Registry)®
thnthnpunipnitttpp whwywibne hwdwp
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POy

File CA Help
= & Client 1| .
s- Appliances Not Configured
4= Login dialog ) Use Defaults
&= Ti_meous @ Set Login dialog parameters
3= Miscellaneous =1, . :
@-“% Signature API L | Verify user name in prompt for sign
® c"_; Microsoft Office || Fotce upper case user name
& 2 OrnniSign "] Close dislog when inactive for Sec.
% Admin
) Permit login dialog pop-up except for designated applications
() Deny login dialog pop-up except for designated applcations
© Disable login dialog
|

5. Pbuynt td winwinid “Failed to select a certificate, Bad Username or password” qqnigwgniup
Uhtish 5 miquud upuw) qununtwpwn dntinpugpbnt ghypnid, qupunbwpunt wnndwn wpghjuthwlynd kb hwyunygnd

E htnlyw] hunnpnywugpnipniup.
=

Failed to select a certificate
Bad usemame or password

0K ] [Euoc details >>]

Qununtwpwunt wnhjugubnt jud tnp qununtupwn ntutbtwnt hwdwp wthpudton E quiquhwpt) 374 10 512 882
htpwinuwhwdwpny jud twdwl hnt) cssupport@ekeng.amby.hwugthb:

6. Dbuym L. vuinpugpmpjui wduwphyp (dudp) nuppipgnud hd hudwljupgsh wiuwpyhg
Bl uwunpugpnipjutt wduwphyp b dwdp wundwwn hpyny oquuugnpdnid £ ubpdbph wdjujubtpp: Gpk bp
unnpugpnipjul wduwphyp v kb sh hwdwywnwujpwinid vinnpugpnipjut nknugpdwt wduwpdht jud dudhl,
wyu quiquhwplp hwdwnpyibph uyuuwpuwi YEinpnt + 374 10 512 882 hhnwnuwhwdwpny &onnudubp
wtghugubnt tywwnwlyny:

7. buyyku oquuuugnpédty qunutwpwen Spugph Jipuntnunpnidhg htnn
Onpwghptt wnwghtt wuqud nbknunpkinig hknn wiuhpwdbown k thnpul) EYELA-h §nnuhg npudunpjus qununtiwpwnp:
Qunutwpwrh thnthnpnipniup wbknh £ niubunid CoSign Server-nid, hbmbwpwp dpwgph hpunbnunptinig Jud wy
hwdwlupgsh Yypwu mbnunptjnig hinn, wthpwdtown t oqunuugnpst] wppkt thnthnpugws qununwpwunp:

8. bunt k puguluynid Sign with OmniSign hpwdwup .PDF g h we tupudtiynihg
SYju hpwdwp jupng k pugulugly, bpb
1. Adobe Reader dpuighpp wkinunnpyk k Cosign Client Spugph mbknunpnidhg htwnn
2. Gph Adobe Reader spwughpp pupdwgyt) L(update)
Uuhpwdtown t ARX Cosign Client Spuighpp ykpuntnunpt’ wnwtg wyb twppwybu hbinwgubyne:
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9. by k hpkuhg ubpluyuginid ARX OmniSign printer-p b hugnt shd jupnnutnid wbnuiljuyty wyh ?
ARX OmniSign Printer-p hpkuhg ukpjuyuginid £ puyhtt unnpugpnipjut Jhpiniwy nnyhy, nph dhengny gutljugus
.doc, .xls, .txt, .jpg duy Yhpwsynid £ .pdf thwunwpnph b unnpugpynid:

ARX OmniSign Printer-p wuhwdwwntntjh £ Windows 7 owbhpwghnt hwdwlwpgh weluwnipjut nhypnud: Ujh
wppuwinnid £ Windows XP, Windows 2000 hmdwljupgtph htwn:

OmniSign-p httwpwynpnipnil £ nwihu.

e Uwnnpugphy jnipupwisinip $uy; oqudtyny wjuy spugph File -» Print hpudwlihg

e Uunpugqphy .pdf $uy) oqunugnpsdtyny, ophtiwly, Adobe Acrobat spughpp
ARX OmniSign Printer-h wbknunpuwt dudwbtul wnwowgus unph phwypnud, wyptnnpuipwjhtt wnuppkpwl & PDF
Creator 5puqnh wknunpnudp, npp bu htwpwynpnipinit junw huwdwywinwupw thwunwpnpp yipwst) pdf duyh b
unnpuqphy:

10. busyhku Yhpunt] inyh hudulwpgsnud tplne b widbjh vnnpugpnipmie
Gplnt b wybih vnnpugpnipiub, htywybu twb ujujuruljubph nEypnid, Spuqph mknunpnidp upnn E junwpgb dky
wiqud: Uhlunyt hwdwlupgnud 2 wwpplhp vnnpugpnipmnibitp jhpuntint ghypnid, wihpudbon b wnweht
oqunynnh widudp unnpugpbinig htwnn, ubknut) Log off ndwlp Start-> Programs-> ARX CoSign -> Cosign Control Panel -
nid: Ujinthtinn unnpugply dhliinyt thwunwpninpen’ oguuuugnpstinyg wyp oqunynnh wunt b qununbwpwn:

11. bisyk u mnmgl) bl.unnpugpmppui hunjumnugph Junfkpuljuimpyui dunfynp
Lok BLunnpugpmpyub dQuhyh we tipwdbiyninid Details wwwpplpwlp: Lwyty Expiration Datenwpwnh wfjuglikipp
E.unnpugpnipjut uywundwt dudjtnp:
5

Signature Details

Signature I

Status: This signature is OK_

Signing time: lJuI 27 2011 3:44 PM

Signed by: lunw Quuwwnuwl

E-mail |002444@mail.ru
Certificate I

Status  |This certificate is OK.

View Certificate I
Issued by: ISlalf of Government of RA Root C&
Expiration date: IThursday, July 26, 2012 12:36 PM
oK

;{mthmllulhnLIa]ulh dundljtunp uinnighynt hundwp, ok View Certificate n&wlyp: Sku' tljup
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Signature Details

N
Sima,u,e| General | Detals | Certification Path

Status:

This signature is OK. =
L“ Certificate Information

This certificate is intended for the following purpose(s):
iningtime: |l 27 2011 344 PM
Sepig e | o #Ensures the identity of a remote computer
*Proves your identity to a remote computer
Signed by: |UWQWWJWU + Ensures software came from software publisher
»Protects software from alteration after publication
) ; +Protects e-mai messages
Emal IUI]2444@ma|I.m + Alows data to be signed with the current time
Certficate I
Issued to: Upuw Swuiunjul
sm This ceticate is OK
View Certficate Issued by: Staff of Government of RA Root CA
bty [l of Bovermet o A oo Ch Valdfrom 7/ %/ 211 to 7] %/ 212

Expiraton date: |Thursday, July 26, 201212:36 PM

0K l Issuer Statement ‘

Leam more about Eerfficates

Lo ]

12. Puswhuht k BiEjupntught vinnpugpmpiui wkupp .pdf dugymd b Juybpubywbubpp
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LR
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Lt Udushibupals e
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."rmﬁgumuum Nar 24 20901211

ElEjunpnuwghtt uinnpugpnipniup pdf $uynud upnn Eniikbw) wuppbp dukp:
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Adobe spwugnpnid hwinhwnn unnpugpnipjut Juybputpwbbbpn:

& Uinnpwgnncziniln huwuowonduwd E

Glpwnlu& £ thnghnfungzwl:

Uinnpwanneeinolp hwowrnwondwd B Swunwepnenen vnnpuwgnyt) E o ol wlhqud,

t Uwnnnpwagpnienoll wlgwyBp b Uinnpwanb nug kB thiouwwpnonezn
¥t
== i dwdp depgdwe Ehwdwiuwpgshg U ng ph huwdwepuinwopuwl uBpgbnhg:

= Fwiwuwnwighpp plngpldwd s Adobe-h Juinwhywd hwywarnwagpanh gnoguuly:
£h Uwnnnwapniznilhg hGnn® thwunweningn Gupwnlyt) Eihnginfuncgwl:

,& Fwiwuwnwighpp plngpldwd s Adobe-h uinwhywd hwywawnwagpEnh gnoguuly:
Uwnnnwapnipnilhg hGunn® thwumnwenngn sh Gupwnldt thngnfunezwl;

Av’ Uinnnwgpniincln U ghwoonwipneh tnchnfuncsnoln heoowoiguwd sE

13. biyyhku uinmiqh] unnpugpnipjut Jugkpugnidp b huunwpnph hothnhunieiniin

Uwnnpugpnipjut we dbklynihg pluwpky Validate Signature bupwdbiynit: Pugywé wywwnihwihg ptwnplk] Signature
Properties Yndwljp: FPugynid £ yyuunnthwp® vinnpugpnipjut duipudwut nbnbynipjudp:

14. Puywtu unnigl) b Judtpuguly Cosign oqunuuqnpénnh b.unnpugpni pyniip MS Office duap pnid

Cosign oquuugnpénnh unnpugpnipniup Juybpugubint hwdwp' vnnpugpnipjutt Jpu djuhlih we Eupwdbkiynihg
puwnpt) “Validate” mupphpulp’ vnwbwny «V» quytpugdwt upwbp:

Uunpwugpnn  wbdh  wufuyubpp wnnigbnt hwdwp'  wnnpugpnipyutt Jpue djuhlh we  Eupwdbkiynihg
puupk) “Details” mwpplipwlp, npp  htwpwynpmipnit juuw  wbutl]  wnnpugpnnh - ufjujukpp tkpuenn k.
hwjwunughpp wdpugplus hwdwywnwupiw hwjwunugpiwi §inpnih ynnhg:
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r ~
Signature Details g

— Signature
' Status: This signature is OK.
| Signing time: IJun 302011 10:02 AM
Signed by: ltl-lbm (o]
E-mail: Isuppolt@ekeng.am
— Certificate

Staws:  [This certificate is OK.
View Certificate |

Issued by: IStaff of Government of RA Root CA

Expiration date: ISaturday, June 29, 2013 10:01 AM

[« -

El. hwjwuwnwgph dwipwdwuubphtt jupbh b swinpwbwy b ukpjuyugdws wywwunthwh View Certificate Yndwljh
oqunipjudp: Uyt ubpjuyugunid E hwjuwuwnwgph ponupluut punhwinip tjupugqpnipniup b Judbpuljuinipyut
dudljtnh dwbpudwutbpp: Stu® tjupp.

( Certificate — u |

General | Details | Certification Path |

\_a | Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer
* Proves your identity to a remote computer
» Ensures software came from software publisher
 Protects software from alteration after publication
* Protects e-mail messages
» Allows data to be signed with the current time

Issued to: EUELQ OPC

Issued by: Staff of Government of RA Root CA

valid from 6/ 29/ 2011 to 6/ 29/ 2013

lInstaII Certiﬁcahe...l | Issuer Statement |

Learn more about certificates

43



44

15. bPugnt &I wbulumd “Not Validated Yet” hwmnnprugpmpniip MS Word thwunwpnpenid gpyus unnpugpnipjui
“Details” hunnjuénmu

Uwnnpugpnipju Ypu dhuhlh we Gupwdkiynith “Details” hwwnyjwénud “Not Validated Yet”hwnnpnuqpnipjut nhupnid

wlhpwdbown b ubppbnub] LEjunpntwht hwjwunwghpp' Yhpwntinyg tpdws puykpp. Cosign Control Panel->Client
Configuration->CA->Install CA Certificate.

Signature I

Status:

Signing time: |J un 7 2011 4:29 PM

Not validated yet.

Signed by: I

E-mail: I

Certificate |

Status:
View Certificate |

Issued by: lStaff of Government of R4 Root Ca4,

Not validated yet.

Expiration date: IMonday, May 07, 2012 11:44 PM

16. bsytu thpdnish] hujuuwnwghpp Adobe-h Juunuhqué hwjuuwnwgptph gniguy

Lwunpny  Jhumd  updws  gnpdnnnipniithg  htunn®  hEppuluwinipjudp  Juwnwpl]  ubppnid  gnigunpus
gnpénnmipjnibubpp: Cuwnpky Show Certificate-> -Trust->Add to trusted list: Fuugqud yuwnnithwinid ubknut) OK Yndwlyp:
Lpwugtl) pug nwownbpp b hwunwwnkg:
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Centificase Vies

This diatog allows you to view the detalls of a certificate and its entire lsssance chain. The details
Wb&.“m

["55how a8 certfication paths found
e T —
14 of Gorarmevert of RA ROt ¢ | Summuey o :
Sitannnh Khachatsyen <titaes
u Seanuh Khachatryan
Suaff of Government of RA
Bioed by: Staff of Government of RA Root CA
Staff of Government of RA
Vabid fron  2030/03/23 11:54:53 0400
Vebdter  2001/0324 115453 <0400
o Server Auh Chent
Code Sigring, Emad Protection,

L4 Tl y
@ The sslected ceficate path o vabd.

The path vahidation checks were done at 010/03/24 115804 +0400°
Validation Modet: Shelt

45

Thin dialog alloves you 10 view the detalls of a certificate and its entire issuance Ohin. The detalls

correrpond to the selocted entry.
[ $how aR cetification paths found
¥ of Government of 84 Roct | Somenary | Detals | Revecation| st Potcies | Lagel et
Siearvath Khachatsyan <uram
Thes certficate 1s not trusted.
Trus Setengs
XK Sign documents or data
R Cetdy decuments
R Decute dymamic content that s embedded in o
centdied document
K Decute high prvilege MvaScripts that ace embedded in
# centifoed docurment
XK Pedam privileged system operations {networking,
peating file access, ete)
S T 2

@  Thovelected certficate path it vald.

The path validstion checks were done at 2010/03724 11:50.04 «D40)
Validation Modet Shell

Subject: S h Khachatryan <si

Tt |

Issuen  Staff of Government of RA Root CA
Usage:  Sign tramsaction, Sign decument, Enceypt keys, Encrypt document

root in ordes for sigr

Acmaudtom-mmhowmuhmwam

hecking & not p

on oe above » trusted root.

¥ oy v ds, trust this certdicate foe

[¥] Use ths cestificate as a trusted roct

17. Pusybu uvinnpuqpl) huumnwpninpep Adobe Reader Spuiqpnd, tpp puaguljuynid E Sign §ndwljp
Bpt hwdwlupgsnid mbEnunpjws sk Adobe Acrobat Professional dpwghpp, wwyw .pdf $uyibipp jupnn bp uinnnpugply

OmniSign dpwqph dvhengny:
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18. Pusyhku Yhpunt] H-unnpugpmipinitp Chp Swnuynipiniubbpoud

Uwnnpugpnipjult  Jhpwndwb  dpwgpuyhtt  dhoubpkup (Signature API), Ejkjupnuwghtt  unnpwugpnipjui ARX
CoSign spwugph htinn dhwuht, wmywhnynid £ pduyhtt uinnpugpnipnitibph jhpuenidp 4Ep Swnwynipjniuiph hwdwnp:
Uju gnpswonypp, Jhpwnkiny <hkp uwnwbnwpunibpp, poy] B wwhu Spwgpuynpnnubphtt ogunwgnpsty dhp
Swnwjnipniitutpp, hvyku btwb htwpwynpnipnit wy Spugpuynplwt kqnitkphtt b oybkpwghnt hwdwlwpgkpht
thnfugnpsdt] ARX CoSign spuqph htiwn:

Gpt nnip oguunugnpédnid tp Ll.unnpugpnipmit Ihp Swnwynipniutph b SOAP wypnunlnjutph hwdwnp, nnip Jupnn bp
hnt) Qbp tudwlp hbnljuy hwugkng EY4ELA ORC, 22, p. Bplwl, Shgpui Uksh 4, hiyybu twh hwugbwqpky H.
uwudwl] cssupport@ekeng.am’ unnwtiwnt pnjnp withpwdtown pununppsubpp hwdwwywnwupwub hinkqpughuyh hwdwnp:
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7. Cunhwtmip nmbntlnipinih

EjEwnpnbughll vwnpuwgpnipyubl wnusynn hwpgkph b jughpubph sywuwplnudt hpuwuwbwgynid E - hbnbyug
htpwhinuwhwdwpny® +374 60 464 504 L1 cssupport@ekeng.am k- thnuwnny:

ElEjupnuwghtt unnpugpnipjutt yuppbpwpup pupdwugynny wbpuhjulwt puugphpubpp, hsybu b ARX CoSign
Spugnh ognuugnpsdwi Abntwplp nbnunpjws £ bl www.ekeng.am Juyypniu:

Eityupntught hwodbwmmpimbubpht.  wnbyynn hwpgbph b punhpubph wvwuwpynud ppwljuwbugynd £ +374
60 544 444, 060 544 771 htinwjunuwhwdwpubkpny jud online_support@taxservice.am kj-thnuwnny:
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